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I. Introduction

Many businesses consider the pro-
tection of proprietary information
to be vital to their competitive suc-
cess. Of particular concern, since so
many corporations have sought to
take advantage of the Freedom of In-
formation Act (FOIA)' in attempt-

ing to gain access to the trade secrets
of their competitors, is whether
trade secrets furnished to the gov-
ernment will be protected from pub-
lic disclosure. Consequently, the
FOIA, which includes a specific ex-
emption for trade secrets and other
proprietary data, and the Trade
Secrets Act,2 a criminal statute that

*Partner, Arnold & Porter, Washington, D.C.
**Associate, Arnold & Porter, Washington, D.C.
Portions of this article originally appeared in the Legal Times and are reprinted here by

permission.
1. 5 U.S.C. § 552 (1982).
2. 18 U.S.C. § 1905 (1982).
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bars disclosure by government em-
ployees of trade secrets in the pos-
session of the government, have
been the focal points of considerable
recent litigation.3

Unique issues regarding the pro-
tection of corporate secrets arise in
the contest of government procure-
ments, where bidders often are re-
quired to submit proprietary in-
formation as part of their bids.4

Under prescribed circumstances,
the government may conduct ne-
gotiated procurements, in which
case offerors' proposals are to be
treated as confidential. However, in
the case of formally advertised pro-
curements, bids are subject to a pub-
lic opening requirement. Accord-
ingly, if the government proceeds by
means of a formally advertised pro-
curement, bidders' claims of con-
fidentiality may-and often do-
conflict with the public opening re-
quirement. Attempts to restrict dis-
closure of a bid in a formally adver-
tised procurement could render the
bid "nonresponsive" to the implied
requirement of the solicitation pre-
scribing a public declaration of the
bid, and nonresponsiveness in such
cases rings the death knell for a bid.5

Despite the existence of a number
of decisions by the Comptroller
General and the federal courts

addressing claims of protection for
proprietary data included in bids
and proposals for government con-
tracts, it remains unclear to what ex-
tent bidders on formally advertised
procurements can, consistent with
the public opening requirement,
prevent public disclosure of pro-
prietary data included in their bids.
The opinions of the General Ac-
counting Office (GAO) indicate that
the public opening requirement is
not absolute and that limited re-
strictions on the disclosure of certain
parts of formally advertised bids
are permissible. Notably, provisions
that recognize the need to protect
proprietary material have been
included in the recently adopted
Federal Acquisition Regulation
(FAR), which superseded the Feder-
al Procurement Regulations (FPR)
and the Defense Acquisition Reg-
ulation (DAR) on April 1, 1984.
Nonetheless, bidders should recog-
nize that broad use of proprietary
legends or labels in a formally adver-
tised procurement may provoke a
determination of nonresponsive-
ness or a protest by a competing
bidder.

At least one federal district court
considering the issue has indicated
that proprietary data submitted in a
bid subject to the public opening re-

3. E.g, Chrysler Corp. v. Brown, 441 U.S. 281 (1979); Megapulse, Inc. v. Lewis, 672 F.2d 959
(D.C. Cir. 1982); General Motors Corp. v. Marshall, 654 F.2d 294 (4th Cir. 1981). See generally
Glenn and Swennen, FOIA: Recent Developments Favorable to Protection of Confidential Data, CONT.
MGT., July 1980, at 8, Aug. 1980, at 12; Dobkin, The Release of Government-Owned Technical Data
under the Freedom of Information Law: Between Scylla and Charybdis, 14 VILL. L. REV. 74 (1968).

4. See Hinrichs, Proprietary Data and Trade Secrets under Department of Defense Contracts, 36
MIL. L. REV. 61, 82-86 (1967), which briefly discusses restrictions on disclosure but does not treat the
distinction between negotiated and formally advertised procurements.

5. The procurement statutes provide that award may be made only to a bidder "whose bid
conforms to the invitation." 41 U.S.C. § 253(b) (1982); 10 U.S.C. § 2305(c) (1982).
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quirement may nevertheless be pro-
tected from public disclosure by
the Federal Trade Secrets Act.' The
case represents an effort to reconcile
the conflict between the public
opening requirement and gov-
ernmental policies for the protec-
tion of proprietary data, a conflict
that is certain to appear again.

II. Protection of
Proprietary Data in
Negotiated Procurements

A. FAR Provisions

In negotiated procurements, signifi-
cant protection is afforded to con-
fidential and proprietary data sub-
mitted by offerors. Provisions of the
FAR protect proprietary data in
both the preaward and the post-
award periods. Inasmuch as some of
the new provisions had no counter-
part in the FPR, they represent a
substantial extension of the protec-
tions afforded proprietary data in-
cluded in proposals and quotations
submitted to the government.7

1. Preaward Protections

Section 15.413 of the FAR sets forth
two alternative procedures for the
protection of proprietary informa-
tion at the preaward stage. Alterna-
tive I, which is based on DAR 3-
507.1, provides:

Prospective contractors and subcontrac-
tors may place restrictions on the disclo-
sure and use of data in proposals and
quotations (see 15.407(c)(8) and the pro-
vision at 52.215-12, Restriction on Dis-
closure and Use of Data). Contracting
officers shall not exclude proposals from
consideration merely because they re-
strict disclosure and use of data, nor
shall they be prejudiced by that restric-
tion. The portions of the proposal that
are so restricted (except for information
that is also obtained from another source
without restriction) shall be used only
for evaluation and shall not be disclosed
outside the Government without per-
mission of the prospective contractor
(but see Subpart 24.2, Freedom of In-
formation Act).'

Section 52.215-12 of the FAR
prescribes the following restrictive
legend for application to competi-
tive proposals: "This proposal or
quotation includes data that shall
not be disclosed outside the Govern-
ment and shall not be duplicated,
used or disclosed-in whole or in
part-for any purpose other than
to evaluate this proposal or quota-
tion."9 The legend must also state
that, if a contract is awarded to the
offeror, then the terms of the con-
tract shall control disclosure of the
data, and it must identify the pages
containing restricted data.

It should be noted, as FAR
15.413-1(c) suggests, that merely
marking data with the proprietary
legend prescribed in 52.215-12
does not "in and of itself defeat

6. J.H. Lawrence Co. v. Smith, 545 F. Supp. 421 (D. Md. 1982).
7. Proprietary data in unsolicited proposals are also protected. The FAR provides that an

offeror wishing to protect an unsolicited proposal can mark the title page with a legend stating
that data therein shall not be disclosed outside the government. FAR 15.509.

8. FAR 15.413-1(c).
9. Cf. DAR 3-507.
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the right of disclosure" under the
FOIA.' It must also be shown
that the data are properly exempt
from disclosure under the FOIA.
Nonetheless, under a contract the-
ory, the government may be liable in
damages to an offeror if it discloses
data submitted under a promise of
confidentiality."

Instead of the provisions dis-
cussed above, agencies are permit-
ted under the FAR to adopt Alterna-
tive II, which is entirely new and
treats the subject in considerably
more detail than Alternative I or the
DAR. Alternative II states at the out-
set that information contained in
proposals will be protected to the
extent permitted by law, but it ex-
pressly warns that the government
assumes no liability for the disclo-
sure of data not identified by the
offeror with a restrictive legend. 2

Accordingly, "proposers should, if
they desire to maximize protection
of their trade secrets or confidential
and financial information contained
in them, apply the restrictive notice
prescribed in the provision at
52.215-12 .''13

Alternative II also permits the
contracting officer to accept propos-
als bearing legends more restrictive
than the one specified in 52.215-
12.14 It provides that "to the extent

permitted by law, none of the in-
formation (data) contained in pro-
posals (except as authorized in
agency regulations) is to be disclosed
outside the Government before the
Government's decision as to the
award of a contract."'

1
5 Finally, in a

provision of significance in "reverse-
FOIA" suits, Alternative II provides
that the submitter of any proposal
"shall be provided notice adequate
to afford an opportunity to take
appropriate action before release of
any information (data) contained
therein pursuant to a request un-
der the Freedom of Information
A c t. . . . ,16

2. Postaward Protections

Postaward disclosure of proprietary
data in a proposal or quotation is
restricted by FAR 15.1001-15.1002.
FAR 15.1001 requires a postaward
notice be sent advising each unsuc-
cessful offeror of the number of
proposals received, the name and
address of each offeror, the items,
quantities and unit prices of each
award, and, in general terms, the
reason the offeror's proposal was
not accepted. 7 But proprietary and
confidential data are specifically
protected. "In no event shall an
offeror's cost breakdown, profit,
overhead rates, trade secrets, manu-

10. Petkas v. Staats, 501 F.2d 887, 889 (D.C. Cir. 1974); see also Public Citizen Health
Research Group v. FDA, 704 F.2d 1280, 1287 (D.C. Cir. 1983).

11. See, e.g., Airborne Data, Inc. v. United States, 702 F.2d 1350 (Fed. Cir. 1983).
12. FAR 15.413-2(b).
13. Id.
14. FAR 15.413-2(c).
15. FAR 15.413-2(d).
16. FAR 15.413-2(g).
17. FAR 15.1001(c).
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facturing processes, and techniques,
or other confidential business in-
formation be disclosed to any other
offeror."'8 Similarly, proprietary in-
formation may not be disclosed in
any postaward debriefing:

Debriefing shall not reveal the relative
merits or technical standing of competi-
tors or the evaluation scoring. More-
over, debriefing shall not reveal any in-
formation that is not releasable under
the Freedom of Information Act; for
example-

(1) Trade secrets
(2) Privileged or confidential manu-

facturing processes and techniques; and
(3) Commercial and financial in-

formation that is privileged or confiden-
tial, including cost breakdowns, profit,
indirect cost rates, and similar infor-
mation. 9

Overall, the FAR provisions gov-
erning negotiated procurements
strive for an accommodation of
proprietary interests in the context
of the general principle of disclo-
sure mandated by the FOIA. For
many agencies, the FAR provisions
may represent merely the codifica-
tion of pre-existing practices. The
new provisions should serve, none-
theless, to provide the basis for
greater attention at the contract-
ing officer level to the protection of
data marked with proprietary leg-
ends. However, by incorporating

the standards of the FOIA, the pro-
visions leave to the courts the ulti-
mate resolution of claims of confi-
dentiality.

B. FOIA Court Decisions

Exemption 4 of the Freedom of In-
formation Act authorizes govern-
ment agencies to withhold "trade
secrets and commercial or financial
information obtained from a person
and privileged or confidential. 2 0 To
come within Exemption 4, informa-
tion that is not otherwise a trade se-
cret must be "(1) commercial or
financial, (2) obtained from a person
outside the government, and (3)
privileged or confidential."2 ' The
test for determining whether in-
formation is "confidential" is
whether disclosure is likely either
"(1) to impair the Government's
ability to obtain necessary informa-
tion in the future; or (2) to cause
substantial harm to the competitive
position of the person from whom
the information was obtained. 22

In cases involving negotiated gov-
ernment procurements, the courts
have generally upheld agency deter-
minations to withhold under Ex-
emption 4 proprietary data submit-
ted in contract proposals.2

1 In Orion

18. Id.; cf. FPR 1-3.103(c).
19. FAR 15.1002(b). Cf. DAR 3-508.4(c). The FPR contained no comparable provision.
20. 5 U.S.C. § 552(b)(4) (1982).
21. Gulf& Western Industries, Inc. v. United States, 615 F.2d 527,529 (D.C. Cir. 1979). For

a definition of "trade secret" in the FOIA context, see Public Citizen Health Research Group v.
FDA, supra.

22. National Parks and Conservation Ass'n v. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974).
23. Fidell v. United States, Civ. No. 80-2291, 2 GDS 81,144 (D.D.C. March 3, 1981); BDM

Corp. v. Small Business Admin., Civ. No. 80-1180, 28 CCF 80,950, 2 GDS 81,044 (D.D.C.
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Research Inc. v. EPA,24 an unsuccess-
ful offeror on a negotiated procure-
ment sought access to the winning
technical proposal. The agency re-
fused and the First Circuit upheld
the district court's ruling that the
proposal was properly withheld
under Exemption 4 because, if EPA
were ordered to disclose the plan,
the agency's "ability to obtain neces-
sary information in the future
would be impaired. ' '25 Similarly, in
Audio Technical Services, Ltd. v. De-
partment of the Army, 26 the United
States District Court for the District
of Columbia held that the customer
lists, design specifications, and per-
sonnel data of a successful bidder
for a government contract fell with-
in Exemption 4.27

These cases arose out of decisions
by the contracting agencies to with-
hold the information at issue. If the
government is unwilling to protect
data in its possession, the submitter
of the data may initiate a "reverse-
FOIA" action under the Adminis-

trative Procedure Act to enjoin dis-
closure that would violate the Trade
Secrets Act.28 In addition, it is impor-
tant to note that when the govern-
ment accepts a proposal marked
with a proprietary legend it assumes
a contractual obligation to maintain
the confidentiality of the informa-
tion so labelled. If the government
breaches that obligation it risks
liability for damages resulting from
the disclosure,29 although it is un-
clear whether the government
would be liable for damages where
disclosure was mandated by the
FOIA.

III. Formally Advertised
Procurements

A. The Public Opening
Requirement

While it seems to be honored more
in the breach, there is a statutory
preference for formally advertised
procurements."0 Under the formally

Dec. 4, 1980); Honeywell Information Systems, Inc. v. NASA and Honeywell Information
Systems, Inc. v. Dept of the Interior, Civ. Nos. 76-352 and 76-377 (D.D.C. 1976). But see
Racal-Milgo Government Systems, Inc. v. Small Business Admin., 559 F. Supp. 4 (D.D.C. 1981).

24. 615 F.2d 551 (1st Cir.), cert. denied, 449 U.S. 833 (1980).
25. 615 F.2d at 554.
26. 487 F. Supp. 779 (D.D.C. 1979).
27. See also Shermco Industries, Inc. v. Secretary of the Air Force, 613 F.2d 1314 (5th Cir.

1980), where the appeals court reversed the district court's order that a proposal be disclosed.
The ruling was based, however, on the appeals court's conclusion that the contract award was
not final. Cf. Burroughs Corp. v. Schlesinger, 403 F. Supp. 633 (E.D. Va. 1975) (court expressed
some doubt as to whether the bottom line figure on a bid constituted a trade secret, but entered a
preliminary injunction barring disclosure of the information pending a hearing on the issue of
competitive harm).

28. See Megapulse, Inc. v. Lewis, 672 F.2d 959 (D.C. Cir. 1982). See generally Riley and
Simchak, The Lingering Issues of Reverse-FOIA Litigation, 11 PUB. CONT. L. J. 426 (1980).

29. Airborne Data, Inc. v. United States, 702 F.2d 1350 (Fed. Cir. 1983); Russell Corp. v.
United States, 210 Ct. Cl. 596, 537 F.2d 474 (1976), cert. denied, 429 U.S. 1073 (1977); The
Padbloc Co. v. United States, 161 Ct. Cl. 369 (1963).

30. U.S.C. §§ 5 and 252 (1982) (civilian agencies); 10 U.S.C. § 2304(a) (1982) (DOD, NASA,
Coast Guard). See also FAR 14.103-1; cf. DAR 2-102 and FPR 1-2.102(a).



Public Contract Law Journal

advertised procedure, bids are sub-
ject to a public opening require-
ment. The protection afforded
proprietary data in such cases is sig-
nificantly less than the protections
available in the negotiated context.

The public advertising statute
provides that: "All bids shall be pub-
licly opened at the time and place
stated in the advertisement."'" The
FAR specifies that the bid opening
officer "shall . . . publicly open all
bids" and "if practicable, read the
bids aloud to the persons present." 2

The regulation further provides:
"Examination of bids by interested
persons shall be permitted if it does
not interfere unduly with the con-
duct of Government business."3

And a bid abstract containing cer-
tain basic information about each
bid must be prepared after all bid
openings and made available for
public inspection.34

However, while the FPR and DAR
required that the bid abstract con-
tain the "invitation number, bid
opening date, general description of
the procurement item, names of
bidders, prices bid, and any other
information required for bid
evaluation, ' 35 the FAR specifically
provides that material exempt from
disclosure under the FOIA shall not
be included in the bid abstract:

Such abstracts shall not contain informa-
tion regarding failure to meet minimum

standards of responsibility, apparent
collusion of bidders, or other notations
properly exempt from disclosure to the
public in accordance with agency regula-
tions implementing Subpart 24.2 [the
section dealing with the FOIA].1 6

Only in the case of "descriptive
literature" does the FAR expressly
address the use of proprietary
legends to restrict the public disclo-

sure of information submitted with
a formally advertised bid. FAR
14.404-4 provides:

When a bid is accompanied by descrip-
tive literature (as defined in 14.202-
5(a)), and the bidder imposes a restric-
tion that prevents the public disclosure
of such literature, the restriction may
render the bid nonresponsive. The re-
striction renders the bid nonresponsive
if it prohibits the disclosure of sufficient
information to permit competing bid-
ders to know the essential nature and
type of the products offered or those
elements of the bid that relate to quan-
tity, price and delivery terms. The provi-
sions of this paragraph do not apply to
unsolicited descriptive literature submit-
ted by a bidder if such literature does not
qualify the bid (see 14.205-5(f)). 7

As will be seen below, the principles
expressed in this provision for "de-
scriptive literature" are coextensive
with the rules established in the
better-reasoned opinions of the

Comptroller General regarding re-
strictions on the disclosure of any

portion of a formally advertised bid.
It should be noted that special

41 U.S.C. § 253(b) (1982). See also 10 U.S.C. § 2305(b) (1982).
FAR 14.402-1(a); cf. FPR 1-2.402(a); DAR 2-402.1(a).
FAR 14.402-1(c); cf. FPR 1-2.402(c); DAR 2-402. 1(c).
FAR 14.403.
FPR 1-2.403; DAR 2-403.
FAR 14.403(b).
Cf. FPR 1-2.404-4; DAR 2-404.4.
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considerations apply to two-step for-
mally advertised procurements, in
which the process is bifurcated into a
first step technical proposal and a
second step price submission and
evaluation. Under that method,
only the Step Two pricing proposal
is subject to the public opening re-
quirement. Technical proposals
submitted in Step One are not sub-
ject to public opening. The FPR and
DAR provided that every precau-
tion should be taken to safeguard
technical proposals against disclo-
sure to unauthorized persons." The
FAR simply provides that data in
technical proposals marked propri-
etary shall be treated in the same
manner as data submitted under a
negotiated procurement. 9

Thus, while the general effect of
the public opening provisions in the
FAR is to require public disclosure
of formally advertised bids at and
after the bid opening, it must be
noted that they do not impose an
absolute requirement of public
availability. Public disclosure is qual-
ified by pragmatic concerns-the
bids must be read aloud "when prac-
ticable," and examination will be
permitted "if it does not interfere
unduly" with government business.
Moreover, the FAR specifically pro-
vides that the publicly available ab-
stract shall not contain information
properly exempt from disclosure
under the agency's FOIA rules. If
the abstract need not disclose con-

fidential data, there is no reason why
the opening itself should.

In practice, the public opening re-
quirement under the FPR and the
DAR did not mean full public disclo-
sure. Generally, only the bottom line
bid price was read aloud at bid open-
ings, and the publicly available bid
abstract in most cases contained very
little additional information. It is
unlikely that the FAR will result in
any changes in this regard. If any-
thing, the FAR should be read as
further justification for reaching a
reasonable accommodation between
the public opening requirement and
the protection of proprietary data.

B. Comptroller General Rulings:
Proprietary Legends May
Render a Bid Nonresponsive

The GAO maintains that it has "no
authority to determine what records
must be released by other govern-
ment agencies.."40 It will recommend
the cancellation of a solicitation and
the issuance of a sole-source award if
it finds that a protester has been in-
jured by the government's improper
use or disclosure of the protester's
proprietary data.4 ' But it is reluctant
to decide whether particular in-
formation is in fact proprietary and
entitled to confidential treatment,
and it will not order the disclosure of
particular bids.

Nonetheless, in the exercise of its
authority to supervise government

38. FPR 1-2.503-1(b)(1); DAR 2-503.1(c).
39. FAR 14.503-1(c).
40. Evelyn Gonzales International, Comp. Gen. B-200074, April 27, 1981,81-1 CPD 323.
41. See, e.g., Wayne H. Coloney Co., B-211789, Aug. 23, 1983, 83-2 CPD 232; Andrulis

Research Corp., B-190571, April 26, 1978, 78-1 CPD 321.
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procurements, the GAO has held in
a number of cases involving formal-
ly advertised procurements that the
application of a proprietary or con-
fidential legend or label to all or
part of a bid rendered the bid non-
responsive.1

2

The GAO has stated that "it is the
essence of formal advertising that
sealed bids be opened in public with
public examination permitted. 14 3

But when describing what informa-
tion must be disclosed, the GAO has
always defined the public opening
requirement in the specific and lim-
ited terms now found in FAR
14.404-4: "the bid must publicly dis-
close the essential nature and type
of the products offered and those
elements of the bid which relate
to price, quantity and delivery
terms."

44

In several opinions applying the
public opening requirement, the
GAO has taken a rigid approach,
ruling nonresponsive bids bearing a
restrictive legend regardless of the
practical effect of the restriction.
Thus, for example, the GAO has

found a bid subject to a restrictive
legend nonresponsive even where
the contracting officer has disre-
garded the proprietary restriction
and disclosed the bidder's price at
the big opening. 5 Similarly, the
GAO has held that the offer of a
bidder to withdraw the restriction
and disclose the terms of a bid after
the bid opening will not cure the
nonresponsiveness, 6 and that a bid-
der cannot avoid a determination of
nonresponsiveness even where the
legend was attached to the bid by
mistake.47

The GAO has even suggested in
several opinions on the subject that
any restriction on disclosure will ren-
der a bid nonresponsive. 8 In Warner
Laboratories, Inc., a 1977 bid protest
case, it stated, albeit in dictum,
that the restriction on disclosure
of descriptive literature expressly al-
lowed by FPR 1-2.404-4 was the
"only permissible restriction upon
public disclosure of a bid."49 These
and similar decisions were rendered
with little attention to what informa-
tion was being restricted and

42. E.g., Computer Network Corp., 55 Comp. Gen. 445, 75-2 CPD 297 (1975); IFR, Inc.,
Comp. Gen. B-203391.4, April 1, 1982, 82-1 CPD 292 at 11-12; Prime Computer, Inc.,
Comp. Gen. B-204848,January 7, 1982,82-1 CPD 20; Garrett Enterprises, Inc., Comp. Gen.
B-196659.2, February 6, 1981, 81-1 CPD 70 at 4; Sperry-Univac, Comp. Gen. B-200378,
January 22, 1981, 81-1 CPD 38 at 2-3; Motorola, Inc., Comp. Gen. B-188813, December 23,
1977, 77-2 CPD 498 at 2-3.

43. Prime Computer, Inc., supra; 1010 Inc. of Alamagordo, Comp. Gen. B-204742, Decem-
ber 21, 1981, 81-2 CPD 486; Cadre Corp., 53 Comp. Gen. 24 (1973); IFR, Inc., supra.

44. Redifon Computers Ltd., Comp. Gen. B-i 86691, June 30, 1977, 77-1 CPD 463.
45. Computer Network Corp., supra, 55 Comp. Gen. at 451.
46. Sperry-Univac, supra; Prime Computer, supra; Computer Network Corp., supra ("with-

drawal of the 'confidential' stamp after bid opening has no bearing on whether the bid was
responsive"); 1010 Inc., supra.

47. Automated Business Systems and Services, Inc., Comp. Gen. B-207389,June 30, 1982,
82-1 CPD 639 at 4; 1010 Inc., supra; Sperry-Univac, supra.

48. E.g., Automated Business Systems and Services, supra, 82-1 CPD 639 at 3.
49. Warner Laboratories, Inc., Comp. Gen. B-189502, Oct. 21, 1977, 77-2 CPD 314 at 3.
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whether the integrity of the bidding
process was actually threatened by
the proprietary legend.

Despite the rigid approach to the
use of restrictive legends found in
these opinions, the Comptroller
General has indicated quite clearly
in other cases that the public open-
ing requirement for formally adver-
tised bids does not require that all
material included in bids must be
publicly disclosed. Indeed, in a state-
ment in one leading case directly
contrary to the pronouncement in
the Warner Laboratories case, the
Comptroller General stated that
"[o]ur Office has found that restric-
tions on the disclosure of certain
types of information do not render a
bid nonresponsive.

' '
50

Accordingly, in a number of dis-
crete situations bids have been held
responsive even though they in-
cluded restrictions against disclo-
sure of certain data therein. Bids
with restrictive legends have been
held responsive where the restricted
information concerned the bidder's
responsibility,5I and where the mate-
rial described an off-the-shelf item
which was known to the industry
and required minor but obvious

modifications. 2 The GAO has also
declared that the regulations which
permit the offeror to impose restric-
tions against disclosure of propri-
etary information contained in a
Step One proposal permit the re-
striction to continue on Step Two, re-
gardless of whether the restricted
material is considered technical data
or descriptive literature. 3

In other situations, the rules are
less clear. But the better-reasoned
GAO opinions suggest that use of a
proprietary legend must be judged
by two related principles: (1) the
legend must not restrict disclosure
of the material terms of the con-
tract-those relating to price,
quantity and delivery and the nature
and type of the products offered;
and (2) information "required for
bid evaluation" must be disclosed 4

The better-reasoned cases focus on
whether the proprietary legend re-
stricted disclosure of any of these
elements of the bid.5 5 If the legend
applies to material terms of the con-
tract or to information necessary for
evaluation of the bid, then the re-
striction on disclosure renders the
bid nonresponsive." If unrestricted
portions of the bid or even the cover

50. Computer Network Corp., supra, 55 Comp. Gen. at 452.
51. Ace Federal Reporters, Inc., 54 Comp. Gen. 340, 74-2 CPD 239 (1974). FAR 9.105-3,

like FPR 1-1.1207, expressly provides that data accumulated for the purpose of determining
the responsibility of a prospective contractor shall not be released outside the Government.

52. Comp. Gen. B-147875, 41 Comp. Gen. 510 (1962); Comp. Gen. B-159259, 11 CCF
80,763 (Nov. 3, 1966).
53. Comp. Gen. B-165617, 13 CCF 82,573 (Mar. 6,1969); Columbus McKinnon Corp., 46

Comp. Gen. 34, 38 (1966).
54. FPR 1-2.403 provided that information "required for bid evaluation" was to be entered

in the public abstract.
55. IFR, Inc., supra, 82-1 CPD 292 at 11; Motorola, Inc., supra, 77-2 CPD 498 at 4; Cadre

Corp., supra, 53 Comp. Gen. at 25-26.
56. Warner Laboratories, supra; Garrett Enterprises, supra.
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letter discloses these basic elements,
the cases suggest that the propri-
etary legend covering other data
should not render the bid non-
responsive.57

An April 1983 Comptroller
General decision, arising from a
two-step procurement, illustrates
these principles. 8 The case con-
cerned restrictions on the disclosure
of pricing data. (Solicitations fre-
quently require bidders to set forth
their unit pricing data, which many
businesses regard as proprietary.)
The GAO held that, since the pro-
prietary legend appeared on every
page of the bid, including the page
that contained the bottom line, or
contract total, bid price, the bid was
nonresponsive.9 The GAO admon-
ished the procuring agency to en-
sure in the future that the bottom
line bid price not be restricted. The
unstated corollary of this principle is
that other pricing data, if not
deemed a price term of the contract,
can be restricted. Such a holding re-
mains, however, for a later protest.

Given these cases, it seems that the
GAO would be hard-pressed to
deny that information could be
withheld from public disclosure
where the solicitation provides that
the information is not part of the
material terms of the contract. Simi-
larly, a restrictive legend should not
render a bid nonresponsive if it is
clear that the information at issue is
not required for "bid evaluation."

But while FPR 1-2.403 and the
opinions thereunder specified that
information required for bid eval-
uation must be disclosed publicly,
the GAO has never defined what is
necessary for "bid evaluation." It
seems likely, though, that the only
elements of the bid required for
evaluation-at least in the sense of
public scrutiny of the procurement
process-are the material terms of
the contract, i.e., price, quantity and
delivery, as well as the essential na-
ture and type of the products of-
fered. Other data, while required by
the procuring agency for its internal
purposes, arguably should not be
held subject to the public opening
requirement. Still, in the absence of
more explicit guidance from the
GAO, or explicit directions in the
solicitation, bidders must be wary
of a too-ready use of proprietary
legends.

C. The Need for More Explicit
GAO Guidance in the
Formally Advertised Context

It is unfortunate that the GAO has
not provided better guidance to pro-
curing agencies and bidders as to
the permissible use of proprietary
legends. Consequently, within the
context of formally advertised pro-
curements, there has been no princi-
pled accommodation between the
protection of proprietary data and
the public opening requirement.

57. Admiral A.C. Richmond, 41 Comp. Gen. 510, 513 (1962); Comp. Gen. B-159259, 11
CCF 80,763 (Nov. 3, 1966).

58. Northern Telecom, Inc., Comp. Gen. B-209412, April 12, 1983, 83-1 CPD 382.
59. See also Prime Computer, supra; Sperry-Univac, supra.
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The absence of such an accommoda-
tion represents a substantial disin-
centive to the use of formally adver-
tised procurements. Agencies, when
unable to adopt a negotiated pro-
curement procedure, are limited in
honoring the claims of confidential-
ity of their bidders, while bidders
are forced to choose between public-
ly exposing what they consider to be
proprietary data or foregoing par-
ticipation in government procure-
ments.

D. Judicial Consideration of the
Conflict Between Protection of
Trade Secrets and the
Public Opening Requirement

As noted above, the GAO's author-
ity to address claims of confidential-
ity is limited, and resort must be had
to the courts to compel or prevent
disclosure of information in govern-
ment contracts bids. Notably, the
one court that has addressed direct-
ly the conflict between the public
opening requirement and the pro-
tection of trade secrets did not give
controlling weight to the public
opening requirement and did not
accept the proposition that bidders
on formally advertised procure-
ments surrender all claims of con-
fidentiality for the privilege of bid-
ding on government contracts.

The Trade Secrets Act 6° bars dis-
closure of covered material unless

disclosure is "otherwise authorized
by law." In 1979, in Chrysler Corp. v.
Brown, the Supreme Court held that
the FOIA does not constitute such
authorization if the material falls
within exemption (b)(4) of the
FOIA.6' Since then, there have been
a number of cases considering
whether specific regulations consti-
tute such authorization. Yet unre-
solved is whether the public opening
requirement constitutes such an au-
thorization.

In the context of government pro-
curements, as in other areas, the
courts have come to varying conclu-
sions regarding the scope of exemp-
tion (b)(4). In most cases, claims for
disclosure of information contained
in bids submitted to the government
have been denied. But these cases
have generally not turned on con-
siderations arising out of the public
opening requirement, and the
courts have paid little attention to
the distinction between negotiated
and formally advertised procure-
ments.

The one case that has addressed
the issue so far isJ.H. Lawrence Co. v.
Smith,6" a reverse-FOIA case in
which the plaintiff sued to enjoin the
disclosure of pricing data in its bid.
The defendant government officials
contended that the information was
required to be disclosed upon re-
quest because it was supplied as part
of a public bid. On a motion for sum-

60. 18 U.S.C. § 1905 (1982).
61. Chrysler Corp. v. Brown, 441 U.S. 281, 303-04 (1979). The Court held that a party

seeking to bar an agency's disclosure of information may seek review of the agency action under
the Administrative Procedure Act. Id. at 317-18.

62. 545 F. Supp. 421 (D. Md. 1982).
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maryjudgment, applying the princi-
ples laid down by the Supreme
Court in Chrysler Corp. v. Brown, the
court first considered whether the
material was "confidential" for pur-
poses of the protection of the Trade
Secrets Act. It found that it could
not decide that question without an
evidentiary hearing on whether dis-
closure would cause substantial
harm to the plaintiff's competitive
position.

The court then turned, however,
to the question of whether disclo-
sure of the data was "otherwise au-
thorized by law" and thus subject to
disclosure despite the Trade Secrets
Act. The court held that the public
opening statute did not authorize
disclosure of trade secrets contained
in bids, reasoning that the statute
was not a sufficiently explicit autho-
rization of disclosure to satisfy the
requirements of the Trade Secrets
Act as interpreted by the Supreme
Court in Chrysler v. Brown.63

Furthermore, the court held that
the NASA procurement requlations
requiring a public opening, which
were identical to FPR 2-402, did not
authorize disclosure of confidential
information contained in bids. First,
the court found it questionable
whether these provisions authorized
disclosure of confidential informa-
tion in light of other NASA regula-
tions stating that it was NASA's poli-
cy to keep information in proposals
confidential to the extent permitted
by law. Moreover, the court found
that the regulations failed to consti-

63. 545 F. Supp. at 425.
64. 545 F. Supp. at 426.

tute authorization for Trade Secrets
Act disclosure purposes under the
three-part test of Chrysler Corp. v.
Brown: (i) they were procedural, not
substantive, (ii) they were not pro-
mulgated pursuant to the rulemak-
ing provisions of the APA, and (iii)
they were not promulgated pursu-
ant to a grant of legislative authority
so as to give them the force of law.'
The court ruled, in effect, that the
public opening requirement did not
authorize disclosure of material cov-
ered by the Trade Secrets Act. It did
not mention, however, the GAO rul-
ings that restrictions on disclosure of
a bid render the bid nonresponsive,
and it does not appear whether
there had been a bid protest in the
case.

Thus at least one court, in con-
sidering the conflict between the
confidentiality of trade secrets and
the public opening requirement for
government bids, has concluded
that the public opening requirement
does not supersede a bidder's claim
for confidentiality. There certainly
will be further cases on this point,
but it is unlikely that the GAO will
abandon its position that a propri-
etary legend applied to the material
terms of a bid renders the bid non-
responsive.

IV. Conclusion

In negotiated procurements, offer-
ors are afforded important protec-
tions for data in these proposals
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marked as confidential. However, in
formally advertised procurements,
the public opening requirement
presents obvious problems where
the government requires bidders to
submit proprietary data as part of
their bids. The Comptroller Gener-
al's decisions, while recognizing that
the public opening requirement is
not absolute, have disapproved of
the use of proprietary legends
where they restrict public disclosure

of the material terms of the contract
or of information required for bid
evaluation. While the GAO has not
so held expressly, its cases suggest
that other data may be subjected to
proprietary legends. Such a rule
would represent a reasonable ac-
commodation between the integrity
of the procurement system and the
government's policy of protecting
trade secrets.


