Government Information Leaks and
the First Amendment

Alan M. Katzt

This Comment analyzes the extent to which the first amendment
protects government employees who leak government information
and the press that publishes such information. After setting out the
interests of the parties involved when an unauthorized leak occurs,
the author suggests tests to determine the extent of first amendment
protection in this area.

The executive and legislative branches of government have elabo-
rate machinery for protecting the confidentiality of information used in
policymaking and administration. But sometimes that machinery fails
and information is disclosed to the public through unauthorized leaks by
government employees. When that happens, these branches sometimes
look to the courts to reassert control, either through prior restraint on
publication by the press or through subsequent punishinent of the
employee or the press.® The focus of this Comment is the extent to
which the first amendment? should be used by the courts to protect gov-
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1. See, e.g., United States v. Russo, 442 F.2d 498 (9th Cir, 1971) (criminal
prosecution of alleged leakers under the espionage chapter of the federal criminal code);
Bottcher v, State of Florida Department of Agriculture & Consumer Services, 361 F.
Supp. 1123 (N.D. Fla. 1973) (civil action by leaker against former employer who fired
her allegedly because of a leak); New York Times Co. v. United States, 403 U.S. 713
(1971) (action by the United States government for permianent injunction against
newspapers to prohibit the publication of specific leaked docmnents); People v. Kunkin,
9 Cal, 3d 245, 507 P.2d 1392, 107 Cal. Rptr. 184 (1973) (state criminal prosecution of
newspaper publisher and reporter for receiving stolen property, in this case documcnts
containing information the newspaper then published); Pearson v. Dodd, 410 F.2d 701
(D.C. Cir.), cert. denied, 395 U.S. 947 (1969) (tort action for invasion of privacy and
conversion against newspaper columnists who received leaked documents and published
columns based on the information in these documents).

2. As a policy issue, it is difficult to decide wlien a governminent employee is
justified in making public information that her superiors have decided should not be
released. The Code of Ethics of government employees appears to require that the
employee will expose corruption “wlierever discovered.” H.R. Con. Res. 175, 85th Cong.,
1st Sess., 103 Conag. REcC. 16,297 (1957). The Code of Ethics reads in part:

Any person in Government service should:
1. Put loyalty to the highest mioral principles and to country above
loyalty to persons, party, or Government department.
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ernment employees who make unauthorized leaks and the press that
publishes leaked information. Part I of this Comment analyzes the inter-
ests involved in determining the extent of first amendment protection,
including relevant parties’ first amendment and confidentiality interests.
Part II discusses the major judicial sanctions that the government seeks
to use against the press, 7.e., prior restraint and subsequent punishment,
and the appropriate first amendment standards for the use of these
sanctions. Part III examines the first amendment questions raised when
the government seeks to invoke criminal, civil, or administrative sanc-
tions against the offending employee, after an unauthorized leak.

Discussion of information leaks most often focuses on national
defense information, because national defense is the area in which the
government presumably has the greatest interest in regulating the flow
of information. Although the analysis in this Comment also applies to
national defense information, its focus will be on information leaked by
employees of domestic agencies, e.g., disclosure that the Public Health
Service Tuskegee Study was studying rather than treating some black
males who had syphilis, disclosure of cost overruns in government
contracts, and disclosure of political bases for antitrust enforceinent
policies.

I

INTRODUCTORY ANALYSIS OF LEAKS

A “leak” by a government employee is the release, outside official
public information channels, of previously undisclosed government in-
formation. There are two species of leaks; authorized and unauthorized.
Authorized leaks are an established part of government information

9. Expose corruption wherever discovered.
This is the narrowest perimeter by which to define situations where unauthorized
disclosure is necessary.

In contrast, government watchdog attorney Ralph Nader advocates “whistle-blow-
ing” disclosure by government employees. WHISTLE BLOWING: THE REPORT OF THE
CONFERENCE ON PROFESSIONAL RESPONSIBILITY (R. Nader, P. Petkas & K. Blackwell ed.
1972). Nader defines whistle-blowing in terms of the employee drawing a line where
responsibility to society transcends responsibility to the organization. See Blumberg,
Corporate Responsibility and the Employee’s Duty of Loyalty and Obedience: A
Preliminary Inquiry, 24 OrLA. L. Rev. 279, 280 (1971). The People’s Bicentennial
Commission, among others, has advocated a position similar to Nader’s, on the ground
that the whistle-blower is the public’s last line of defense against any government abuse
of the public trust.

However, this concept has been criticized for exactly what Nader likes about it—the
emphasis on individual responsibility. Critics argue that it is not the role of the employee
to balance the interests at stake and to make the decision whether or not to maintain
confidentiality. See, e.g., The Supreme Court, 1970 Term, 85 Harv. L. Rev. 199, 211
(1971).
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policy.> An unauthorized leak, the subject of this Comment, occurs
when a government employee makes public information that her superi-
ors and the government information machinery have chosen not to
disclose.* Whether authorized or unauthorized, leaks transmitted to the
public by the media are an important source of political news. °

3. An authorized leak is the release of information by a government official in
accordance with administration policy, but on a not-for-attribution basis. The public
receives the news under a rubric such as “informed sources said” or “sources close to the
President said.” The overconcealment of government information makes it impossible for
the government to effectively communicate with the citizenry without leaks. New York
Times Co. v. United States, 403 U.S. 713 (1971) (Frankel affidavit).

The government authorizes leaks to accomplish numerous governmental purposes:
to prevent an act, to instigate or further a given action, to justify an action already taken,
to expose what the leaker considers to be wrongdoings of individuals, to float a trial
balloon tu test reaetions, or to communicate its viewpoint and imformation without
distortion. See J. STEVENS, MANIPULATING SECRECY 2 (Univ. of Mo. Freedom of
Information Center Report No. 274, 1971), where the author suggests these categories
and discusses examples of eacll. Additionally, high officials often conccal government
information while in office but include it in their memoirs, which are then sold both as
historical documents and for personal profit. See Hearings Before a Subcomm. of the
House Comm. on Government Operations on United States Government Information
Policies and Practices, 92d Cong., 1st Sess., pt. 2, 333 (1971) [hereinafter cited as 1971
Hearings] (David Wise discusses examples of ex-government officials profiting fron the
sale of books containing classified information). Authorized leaking makes a mockery of
information law because policy-makers enforce arbitrary criteria against others while
being themselves engaged in systematically releasing self-serving news on a not-for-
attribution basis.

Releasing selected news to favored reporters is a long-establislied practice, but it was
during World War II that the leak was formalized as the background briefing. Now
backgrounders called by officials outnuinber those instigated by reporters. L. WOLFSON,
THE PrESS COVERS GOVERNMENT: THE NIXON YEARS FROM 1969 TO WATERGATE 31-32
(1973) (A Study by the Department of Communication, The American University,
Washington, D.C., for the National Press Club) [hereinafter cited as WoLrsoN]. This
creates a “necessity” for the reporter and publisher to maintain a cozy relationship with
the official, thus subverting the independence of the press. Id. at 32,

4. This Comment is limited to examining leaks by federal government employees
in the executive branch. Space coustraints limit the discussion to the federal government.,
The executive branch was chosen because the bulk of government information and
employees are in this branch, and if the leaking of information is protected by the first
amendment, leaking from one of the political branches is more likely to be protected
than leaking from the judiciary. This is because it is the political nature of the
information that suggests that expression might be within the scope of the first amend-
ment, whereas in the judicial branch the analysis is different because of the paramount
importance that is placed on the rights of litigants, particularly defendants in criminal
cases.

5. This Comment discusses leaks to the press, but Congress may also be the
recipient of leaks from the executive brancli, Generally, a government employee who
provides information to Congress will come within statutorily protected rights of civil
servants to petition Congress. Since Congress is more representative of diverse view-
points, many of which diverge {fromn administration policy, it might be thouglht that leaks
to Congress of information which the admimistration refuses to release would be a
significant source of information for the public, However, this process cannot replace the
direct leak to the press for three reasons. First, because congresspersons are dependent
on maintaining a working relationship with the administration to achieve enactment of
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A. First Amendment and Confidentiality Interests

Determining the extent of first amendment protection that courts
should give to the employee who leaks the information and the press
that publishes it requires weighing the government’s and the public’s
interest in confidentiality against the first amendment interests of the
public, press, and government employees. The public has an important
first amendment interest in receiving information necessary for in-
formed self-government. The press has a complementary interest in
publishing such information. The government employee’s interest is in
expressing opinions and contributing information to the pubhic discus-
sion of issues of self-government. The process of weighing these inter-
ests involves both identifying their specific nature and determining
their importance.

The government has several interests that may be threatened by the
unauthorized release of government information. Eacl of these interests
is both an interest of the public and an institutional interest of the
government. The first and most basic is an interest in survival, which
provides the classic rationale for controlling national defense informa-
tion. Unauthorized leaks of information such as the technical description
of a sophisticated weapon could endanger the very existence of the state,
and in this sense control of leaks serves the most basic of the govern-
ment’s interests, which is to provide for its own security.

Second, the interest in an open decisionmaking process within the
executive branch is threatened by unauthorized leaks. If leaks were
protected, the inability of policymakers to trust their subordinates and
have confidence in the security of documents would be an incentive to
have decisions made by smaller groups of individuals with restricted
outside input, with imore limited documentation, and with more limited
discussion of the subject. Thus, it can be argued that protecting leaks as
a means of facilitating the flow of government information to the public
would have the opposite result.

legislation, patronage, and the cooperation of federal agencies, they are rarely willing to
act as a funnel for information to the public. Second, because congresspersons use leaked
inforination to further their own political careers, government employees are reluctant to
communicate with the public through congresspersons. Third, because newspersons
traditionally protect the secrecy of the sources of information at all costs, government
employees wlio desire to leak information while protecting their own anonymity are
more likely to place their confidence in newspersons than in legislators. Thus, while
furnishing information to congresspersons who have a podium from whicli to be heard
could conceivably be an important source of political dialogue in the media, in practice it
is limited. In addition, congressional committees have been willing to pledge, as a
condition of receiving classified information, not to divulge such information to the
public. In a recent incident, a inember of Congress who broke his pledge of secrecy and
divulged information of a semsitive nature because he felt the disclosure was required for
the country’s well-being, was removed by the Speaker from a position of access to such
material. Chicago Sun-Times, July 18, 1975, at 8, col. 1.
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A third government interest is that of efficient administration.
Internal cooperation is necessary for efficient government. Policymakers
must be able to trust their subordinates, and they therefore propeirly
demand loyalty. Allowing civil servants to leak information would un-
dermine this cooperative working relationship. An extension of this
argument is that judicially condoned leaking would become a means of
fighting for positions of power within the bureaucracy and would render
government agencies incapable of working cohesively to carry out their
funetions.

Closely akin to the interest in efficient administration is an interest
in preserving the confidence of those outside government—whether
private citizens or foreign states—that the integrity of their dealings with
the government will be maintaimed. The government has files concern-
ing individuals and information on foreign governments that probably
should remain confidential under any circumstances. People outside
government tend to view the government as a monolithic institution, and
the unauthorized release of such confidential information tends to dis-
credit the government as a whole. The leaking of information could
seriously impair the trust necessary for effective foreign policy and
domestic administration.

A final aspect of the government’s interest in effective governing is
that at some point debate must cease and action be taken. The govern-
ment should have sufficient institutional mechanisms for providing in-
formation to the public and for receiving public input, but the govern-
ment cannot be effective unless it is able at some point to set a policy
and implement it without being sabotaged by employees who favor a
different policy. If in eacli government office the employees wlo disa-
greed with current policy leaked information m an attempt to cause a
public furor concerning the policy, the resulting opposition to govern-
ment activities would render the government ineffective.

These legitimate government interests should be distingnished from
the spurious interest in concealing embarrassing or criminal-conduct
information in the name of executive privilege or confidentiality.® This
spurious interest adds nothing to the weight of the government’s need
for confidentiality, and in some leak situations might reduce the weight
that should be given to the government’s interests in security, efficiency,
and effectiveness.

Partly to protect these legitimate interests and partly for other
reasons, government secrecy has mushroomed since World War II. The
policy of wartime censorship? was retained, and in some cases enlarged
to meet the exigencies of the cold war, American international commit-

6. United States v. Nixon, 418 U.S. 683, 708-13 (1974).
7. 1 Z. CHAFEE, JR.,, GOVERNMENT AND MAss COMMUNICATIONS 466-68 (1947).



1976] GOVERNMENT INFORMATION LEAKS 113

ments, and the nuclear arms race.® The interrelationship of military,
economic, and political concerns has legitimized the extension of secrecy
beyond national defense information. Other factors, already noted in the
1950’s, are the expansion of government into new fields, the enlarge-
ment of the power of the executive branch, the complexity of issues, and
greater ability to manipulate public opinion due to more effective public
relations techniques.®

The first amendment interests of the public, press, and individual
government employees, on the other hand, may demand the protection
of at least some leaks. The public’s need for information relevant to self-
government is a first amendment interest®® that is often furthered when
leaking is protected. In periods of insecurity, the government frequently
cuts off the flow of information to the citizenry by controlling public
expression by employees; thus, the public’s right to know depends on
protecting the government employee’s right to make public what she
knows. The opinions of government employees with expertise are espe-
cially valuable to the public, particularly the opinions of dissenters.

The Founding Fathers believed that democracy is dependent on a
free flow of information to the citizenry,” and accordingly the first

8. Developments in the Law—The National Security Interest and Civil Liberties,
85 Harv. L. Rev. 1130, 1195 (1972).

9. Parks, The Open Government Principle: Applying the Right to Know under
the Constitution, 26 Geo. WAsH. L. Rev. 1, 2 (1957).

10. It has been postulated that the essence of the first amendment is to protect
expression related to self-government. Mills v. Alabama, 384 U.S. 214, 218 (1966); New
York Times Co. v. Sullivan, 376 U.S. 254, 269 (1964). The crux of this theory,
developed by Alexander Meiklejohn, is that the first amendment exists to preserve
popular control of the government. Meiklejohn, The First Amendment is an Absolute,
1961 Sup. Cr. REv. 245 (1961). The source of democratic control under the Constitu-
tion is the political process. The political process is meaningfully democratic only msofar
as there is free and thorough public discussion of the issues. Thus the private right to
speak under the first amendment is intended primarily to protect the public’s power.
Kalven, The New York Times Case: A Note on “The Central Meaning of the
First Amendment,” 1964 Sup, Cr. Rev. 191 (1964). Meiklejohn posited that applica-
tion of the first amendment should ensure that citizens have the access to all information
and views useful in self-government. Meiklejohn, supra, at 255.

11. James Madison stated:

A popular government, withont popular information, or the means of
acquiring it, is bat a Prologue to a Farce or a Tragedy, or, perhaps both.
Knowledge will forever govern ignorance: And a people who mean to be their
own Governors, must arm themselves with the power which knowledge gives.

Letter to W.T. Barry, Aug. 4, 1822, m THE WRITINGS OF JAMES MabisoN 103 (Hunt cd.
1910), cited n EPA v. Mink, 410 US. 73, 110-11 (1973) (Douglas, J., dissenting).
Thomas Jefferson said:

The basis of our governments being the opinion of the people, the very
first object should be to keep that right.

The way to prevent [errors of] the people, is to give them full information
of their affairs through the channel of the public papers, and to contrive that
those papers should penetrate the whole mass of the people.

H. LASSWELL, NATIONAL SECURITY AND INDIVIDUAL FREEDOM 63 (1950).



114 CALIFORNIA LAW REVIEW [Vol. 64:108

amendment was incorporated to safeguard the people’s ability to receive
information.** In particular, the philosophical underpinning of the first
amendment freedom of the press is that a grant of special rights to those
who disseminate written words protects the ability of these individuals to
serve society’s interest in an uninhibited excliange of ideas and informa-
tion. Justice Douglas has written:
The press has a preferred position in our constitutional scheme not to
enable it to make money, not to set newsmen apart as a favored class,
but to bring fulfillment to the public’s right to know. The right to
know is crucial to the governing powers of the people, to paraphrase
Alexander Meiklejohn. Knowledge is essential to informed deci-
sions.18
The immunity conferred by the first amendment is concerned more
with protecting the public than with protecting the publisher.**

The Supreme Court has not yet explicitly defined a constitutional
“right to know,” though the idea has been developed in recent cases
dealing with the conflict between first amendment interests of broadcast-
ers and those of advocates of a particular point of view. In Red Lion
Broadcasting Co. v. F.C.C.,'® the Court upheld the authority of Con-
gress and the F.C.C. to require a radio station to provide equal reply
time under the fairness doctrine to the advocate of a point of view that
had been attacked in a 15-minute broadcast. The ultimate rationale for
the decision was that “the right of the public to receive suitable access to
social, political, esthetic, moral, and other ideas and experiences” was a
nore important first amendment interest than the right of the broadcast-
er to air what he pleased.’® The competing first amendinent claimns of
broadcasters and groups seeking access to the airwaves to present politi-
cal advertisements were weighed in C.B.S. v. Democratic National Com-
mittee.r” Chief Justice Burger, writing for a divided Court, suggested

Commentators have suggested various reasons why the Constitution did not explicit-
ly protect the public’s right to know. Henkin suggests that the Founding Fathers’
commitment to a minimal, watchdog type of government kept them froin declaring any
rights which would require the government to take affirmative action. Henkin, The Right
to Know and the Duty to Withhold: The Case of the Pentagon Papers, 120 U. Pa. L.
REev. 271, 273 (1971). Senator Hennings believed that the Framers took the public’s
right to know so much for granted that they deemed it unnccessary to explicitly include
it in the Constitution. Hennings, Constitutional Law: The People’s Right to Know, 45
AB.A.J. 667, 668 (1959).

12. New York Times Co. v. United States, 403 U.S, 713, 723-24 (1971) (Douglas,
J., concurring); Curtis Publishing Co. v. Butts, 388 U.S. 130 (1967); New York Times
Co. v. Sullivan, 376 U.S. 254 (1964); Patterson v. Colorado ex rel. Att’y Gen. of Colo,,
205 U.S. 454 (1907).

13. Branzburg v. Hayes, 408 U.S. 665, 721 (1972) (Douglas, J., dissenting).

14. Firestone v. Time, Inc., 460 F.2d 712, 719 (5th Cir. 1972).

15. 395 U.S. 367 (1969).

16. Id. at 390.

17. 412 US. 94 (1973).
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that “balancing the various First Amendment interests involved in the
broadcast media” is essentially a matter of “determining what best serves
the Public’s right to be informed.”® Justice Brennan’s dissent on the
merits is equally premised on the overriding importance of the public’s
right to a full spectrum of ideas freely presented by those who advocate
thein.1?

A spurious interest paralleling the public’s right to know is the
public desire for gossip. When an official’s private life interferes with
her performance of lier public duties, publication of details of the
private life might contribute to the citizenry’s process of self-govern-
ment. However, the public’s desire simply to hear gossip is not a
significant interest when the issue is first amendment protection of
leaked government information.

The size and complexity of the federal government and the influ-
ence of the few citizens who comprise the national media will in all
probability lead to development of a constitutional right to know as a
distinct first amendment interest,?® similar to freedom of the press. As
Judge Craven wrote, concurring in United States v. Marchetti,** “The
‘right to know’ is in a period of gestation. I think that the people will
increasingly insist upon knowing what their government is doing and
that, because this knowledge is vital to government by the people, the
‘right to know’ will grow.” Adoption of a first amendiment right to know
would help make constitutional principles compatible with modern con-
ditions. As it may override a broadcaster’s first amendment interest, so
under certain circumstances might the public’s right to be informed
override the government’s interest in confidentiality.

The press has its own first amendinent interests that are furthered
by the publication of leaked government informnation. These may be
characterized as freedom to publish without government interference.
This interest first includes publication free from government censorship,
that is, without prior restraint. A slightly more complex press interest is
publication without fear of government retaliation, particularly criminal
and civil punishment, because such a threat creates a chilling effect on
the press’ free expression and can accomplish indirectly what govern-
ment censorship accomplishes directly. Thus, the press’ interest is in

18. Id. at 102,

19. Id.at172.

20. But cf. Wright, Defamation, Privacy, and the Public’s Right to Know: A
National Problem and a New Approach, 46 TExas L. REv, 630 (1968). In this article,
Judge Wright discusses the inadequacy of a constitutional approach to the public’s right
to know in the defamation and invasion of privacy context and suggests congressional
action to achieve the desired protection of the public. .

21. 466 F.2d 1309, 1318-19 (4th Cir.) (Craven, J., concurring opinion), cert.
denied, 409 U.S. 1063 (1972).
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having the content dictated by the press’ concept of what information
the public should have rather than by any government influence over the
press.

The right to gather information is a recognized part of freedom of
the press. In practice, this press interest requires that the press have first
amendment protection at least in publishing information voluntarily
conveyed to it. This suggests a press interest in not being liable for the
means used by its source to obtain information. This promotes dissemi-
nation of information froin as many points of view as possible, which is
the goal of preventing government interference with the press. Without
publishing leaked information, the press would be less able to expose
government corruption and inefficiency and to provide a window on
government decisionmaking. Advancement of the first amendment in-
terests of the press is thus dependent on publishing leaks.

In addition to public and press first amendment interests that are
served when the media publish information leaked by a government
employee, constitutional protection also furthers the employee’s interest
in free expression. Leaking information is a government employee’s way
of participating in the public discussion of issues. Whether the employee
releases a document or reveals similar information from memory, the
process constitutes an individual bringing her level of awareness to bear
on the problems of self-government. If anything, the employee’s first
amendment interest in expressing political opinions may be greater
because as a civil servant she is possibly better informed.

Because the government employee is vulnerable to government
reprisal in many forms, she has a particularly strong interest in first
amendment protection. Her first amendment interest is not only in
discussing lier knowledge, but also in having access to the media to
distribute the information to the public that receives the government’s
opposing point of view and that democratically controls the government.

An unauthorized leak occurs when a government employee makes
public information that her superiors and the government information
machinery have cliosen not to disclose. The leaked information may
have been classified for national security or administrative reasons, or
withheld by the government without any legal authority. The motiva-
tion of the employee making the disclosure may vary. Leaks are often
an effective ineans of influencing government policy,?? but they may
also be motivated by personal vendetta against the employee’s superior.
Such personal vendetta is a spurious interest which should not weigh
heavily in the first amendment balance. However, differences over pol-
icy often mvolve a power struggle, too. Here the courts must presum-
ably decide whether a valid first amendment interest is at stake.

22. H.LAsSWELL, NATIONAL SECURITY AND INDIVIDUAL FREEDOM 185 (1950).
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B. Government Information Policies

Historically, pervasive government attitudes and practices, rather
than statutes or executive orders, have been the obstacle to public access
to government information. When practicable, information is made
public only insofar as it bolsters the public image of the agency and
furthers the government’s policies.?® Thus, the government conceals a
great deal of information which is definitely “related to the process of
self-government.”**

The national security information classification system promulgat-
ed by Executive Orders 10,501 and 11,6522° states that these orders
create the only system of information classification in the federal govern-
ment. However, this is inaccurate. The federal government has numer-
ous security classifications more highly confidential than Top Secret. In
addition to classification of information, separate systems for adminis-
trative control of information and limited distribution of documents
exist in agencies—including agencies having no relation to national
security.”® Under these practices and information control systems, not
only do government agencies overconceal information, but they some-
times fail to protect documents which should not be disclosed.?

The executive and legislative branches have overlaid these tradi-
tional means of dealing with information with executive orders and

23. 1971 Hearings, supra note 2, at 266, See also Hearings on S. 1160, S. 1336, S.
1758, and S. 1879 Before the Subcomm. on Administrative Practice and Procedure of the
Senate Comm. on the Judiciary, 89th Cong., 1st Sess., vol. 1, pt. A, at 266 (1965)
[hereinafter cited as 1965 Sen. Hearings].

24, See note 10 supra.

25. Exec. Order No. 10,501, 3 C.F.R. 979 (1949-53 comp.), as amended, 3 CF.R.
292 (1971), 50 U.S.C. § 401 (1970); Exec. Order No, 11,652, 3 C.F.R. 339 (Supp.
1974), 50 U.S.C. § 401 (Supp. 1973).

For a summary of the history of the executive classification of documents, see
Hearings on Reform of the Federal Criminal Laws Before a Subcomm. of the Senate
Comumn. on the Judiciary, 92d Cong., 2nd Sess., pt. 3, subpt. D, at 3063-144 (1972)
[hereinafter cited as 1972 Hearings] (LiBRARY OF CONGRESS, SECURITY CLASSIFICATION
AS A PROBLEM IN THE CONGRESSIONAL RoLE IN FoReiGN Poricy [hereinafter cited as
SECURITY CLASSIFICATION]).

26. See generally 1972 Hearings, supra note 25, at 3077 (SECURITY CLASSIFICA-
TION). An examnple of administrative classification is “For official use only.” EXDIS is
an example of a category of limited distribution document. J. Edward Murray, in his
statemnent on behalf of the American Society of Newspaper Editors, said that classifica-
tion for reasons having nothing to do with security is the biggest problem for newspapers
around the country in dealing with federal agencies. 1971 Hearings, supra note 3, at 232,

27. See, e.g., People v. Kunkin, 9 Cal. 3d 245, 507 P.2d 1392, 107 Cal. Rptr. 184
(1973), which reversed and vacated on the ground of insufficiency of evidence People v.
Kunkin, 100 Cal. Rptr. 845 (1972). In this case, an emnployee of the state attorney gen-
eral’s office gave the Los Angeles Free Press a list of names and addresses of undercover
narcotics agents. The list of agents was not administratively classified and, in fact, was
being distributed to government offices throughout California with extra copies being en-
closed,
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statutes that attempt to balance the government’s need for confidentiali-
ty against the public’s need to know. Executive Order (E.O.) 10,290,%8
issued by President Truman in 1951, established a national security
classification system for the civilian departments of the federal govern-
ment. E.O. 10,290 included only vague guidelines for classifying docu-
ments and did not provide for review of the classification. To reduce the
overclassification inevitable under E.O. 10,290, President Eisenhower,
in 1953, issued E.O. 10,501.%° E.O. 10,501 provided for classification
of documents as Top Secret, Secret, and Confidential, with each classifi-
cation defined in terms of the level of threat to national defense interests
that would be posed by release of the information. Forty-six depart-
ments and agencies had original authority to classify, and generally they
could delegate this authority.®® Any document containing information
from a classified document would automatically be classified. President
Nixon issued E.O. 11,6523 in 1972 to repeal E.O. 10,501 and remedy
the abuses that had occurred—basically the same overclassification
abuses that E.O. 10,501 was intended to correct. E.O. 11,652 retains
essentially the same criteria for classification, but reduces to twelve the
number of departments and agencies with original Top Secret classifica-
tion authority®? and somewhat limits the power to delegate classification
authority. The most sweeping change under E.O. 11,652 is the provi-
sion for automatic declassification of documents—Top Secret after ten
years, Secret after eight years, and Confidential after six years.??

Most experts agree that both E.O. 11,652 and its predecessor, E.O.
10,501, liave failed to correct abuses in the national security classifica-
tion of documents. Both orders, through the lack of specificity of the
criteria for classification, the widespread authority to classify, and the
agencies’ disregard of the value of public debate on the issues, allow the
classification system to be abused and overused.** For example, in the

28. Exec. Order No. 10,290, 3 C.F.R. 789 (1949-53 comp.), revoked by Exec.
Order No. 10,501, 3 CF.R. 979 (1949-53 comp.), as amended 3 C.F.R. 292 (1971), 50
U.S.C. § 401 (1970).

29. Exec. Order No. 10,501, 3 C.F.R. 979 (1949-53 comp.), as amended, 3 C.F.R.
292 (1971), 50 U.S.C. § 401 (1970).

30, It was reported in 1972 that 5,100 government officials had original Top
Secret classification authority. Unknown numbers of officials possessed delegated author-
ity for Top Secret classification, and even more had authority for Secret or Confidential
classification, N.Y, Times, March 9, 1972, at 12, col. 5.

31. Exec. Order No. 11,652, 3 C.F.R. 339 (Supp. 1974), 50 U.S.C. § 401 (Supp.
1973). E. O. 11,652 is to be implemented in accordance with National Security Council
Directive of May 17, 1972, 37 Fed. Reg. 10053 (1972), 50 U.S.C. § 401 (Supp. 1973).

32. Exec. Order No. 11,652, § 2, 3 CF.R 339 (Supp. 1974), 50 U.S.C. § 401
(Supp. 1973). Thus, it was estimated that 1,860 instead of 5,100 officials will have
original Top Secret authority. N.Y. Times, March 9, 1972, at 12, col. 5.

33. Exec. Order No. 11,652, § 5, 3 C.F.R. 339 (Supp. 1974), 50 U.S.C. § 401
(Supp. 1973).

34, 1971 Hearings, supra note 3. Estimates as to the percentage of classified
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Department of Defense practically everyone has the authority to classify
documents, and incentive for proper classification is totally lacking.®s
The elastic classification system’s usefulness is limited to promoting
bureaucratic efficiency by directing documents through government
channels.

The Freedom of Information Act (FOIA) of 1966 was enacted as
a response to this excessive secrecy and as an affirmative implementation
of the principle that an informed electorate is vital.*® The philosophy of
the Act is one of full disclosure by government of all information that
does not fall within nine exceptions.3” This scheme was designed to
achieve a workable balance of government and public interests to
achieve the fullest responsible disclosure.®®

documents that are improperly included within the scope of executive classification
ranged from Arthur Goldberg’s 75 percent, with another 15 percent that need only short-
term classification, to retired Department of Defense classification policy expert William
Q. Florence’s 99.5 percent. 1971 Hearings, supra note 3, at 104,

A study conducted by the American University Department of Communication for
the National Press Club found government employees to be thwarting access to informa-
tion by obfuscation and delay under B.O. 11,652 as was typical under E.O. 10,501.
‘WOLFSON, supra note 3, at 18.

35. 1971 Hearings, supra note 3, at 103 (statement of William G. Florence).

36. S. Rep. No. 813, 89th Cong,., 1st Sess. 3 (1965).

37. The nine categories of information that are exceptions to the Freedom of
Information Act are matters:

(1) specifically required by Executive order to be kept.secret in the interest of

the national defense or foreign policy;

(2) related solely to the internal personnel rules and practices of an agency;

(3) specifically exempted from disclosure by statute;

(4) trade secrets and commercial or financial information obtained from a

person and privileged or confidential;

(5) inter-agency or intra-agency meinoraudums or letters which would not be

available by law to a party other than an agency in litigation with the agency;

(6) personnel and medical files and similar files the disclosure of which would

constitute a clearly unwarranted invasion of personal privacy;

(7) investigatory records compiled for law enforcement purposes, but only to

the extent that the production of such records would (A) interfere with en-

forcement proceedings, (B) deprive a person of a right to a fair trial or an

impartial adjudication, (C) constitute an unwarranted invasion of personal
privacy, (D) disclose the identity of a confidential source and, in the case

of a record compiled by a criminal law enforcement authority in the course

of a criminal investigation, or by an agency conducting a lawful national se-

curity intelligence investigation, confidential information furnished only by

the confidential source, (E) disclose investigative technigues and procedures,

or (F) endanger the life or physical safety of law enforcement personnel.

[as amended Nov. 21, 1974];

(8) contained in or related to examination, operating, or condition reports

prepared by, on behalf of, or for the use of an agency responsible for the

regulation or supervision of financial institutions; or

(9) geological and geophysical information and data, including maps, con-

cerning wells.

5 U.S.C. § 552(b), as amended Pub. L. No. 93-502, §§ 1-3, November 21, 1974, 88
Stat. 1561-64.
38. S. Rep. No. 813, 89th Cong., Ist Sess. 3 (1965).
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Professor Kenneth Davis correctly predicted before enforcement of
the FOIA began that, even under the assumption that the Act would be
obeyed, the information that would be opened would be minimal.?® The
loose statutory language describing the exceptions to the disclosure
requirement*® and the absence of uniform regulations for agency imple-
mentation** have fostered excessive withholding. More importantly, any
phrasing of the exceptions broad enough to include all information that
the executive should be able to keep confidential, necessarily must be so
broad as to cover information that the executive has no legitimate reason
‘to withhold.**

In addition to the difficulties with the language of the FOIA, a
congressional study has characterized the first five years of implementa-
tion of the Act as bureaucratic footdragging.® An inherent problem is
that the people who classify the documents are those who have consist-
ently opposed legislation concerned with freedomn of hiformation. Given
this fact, it is inevitable that the need for confidentiality will be overem-
phasized.**

In Environmental Protection Agency v. Mink*® the Supreme
Court further limited the potential for release of mformation under the
FOIA. In what it viewed as a strict statutory interpretation, the Court
held that the Act’s first exemption does not permit challenges to the
classification of documents under E.O. 10,501 (11,652) and that in
camera inspection is not an appropriate means for determining whether
factual parts of documents withheld under the fifth exemption of the
Act could be released without exposing the decisionmaking process.*®

39. Davis, The Information Act: 4 Preliminary Analysis, 34 U, Cur, L. Rev. 761,
803 (1967).

40. XKatz, The Games Bureaucrats Play: Hide and Seek under the Freedom of
Information Act, 48 Texas L. Rev. 1261, 1262 (1970).

41. Giannella, Agency Procedures Implementing the Freedom of Information Act:
A Proposal for Uniform Regulations, 23 Ap. L. Rev. 217, 220 (1971).

42, For example, the key information in the exposure of various government
scandals such as tax scandals, the Dixon-Yates scandal, the stockpiling scandals, and the
Billie Sol Estes scandal would fit within the fifth exception to the Freedom of Informa-
tion Act, “intra-agency or inter-agency memorandums or letters dealing solely with
matters of law or policy.” See 1965 Sen. Hearings, supra note 23, at 535 (statement of
Ralph Sewell on belialf of Sigma Delta Chi).

43. 'WOLFSON, supra note 3, at 17. In an analogous situation, federal agencies are
providing strong opposition to current congressional efforts to require sucli agencies to
make their regulatory decisions at public meetings announced in advance. Wall St. J.,
Sept. 23, 1975, at 1, col. 1.

44, The government, through the Justice Department, went to court morc than
forty times in the first Nixon administration to prevent the release of information under
the Freedom of Information Act. This further polarizes the govermnent as an opponent
of the Act. WOLFSON, supra note 3, at 17.

45. 410 U.S. 73 (1973).

46. 1d. at 81, 93. While Mink deals only with the first and fifth exceptions, these
are two of the broader exceptions, see note 34 supra, and, as the first Supreme Court
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Although Congress has now amended the FOIA to reverse the in
camera inspection holding in Mink,*" the case remains as the leading
Supreme Court interpretation of the FOIA. Congress sought to achieve
limited objectives with the FOIA, but the Mink decision undercuts even
these.*8

It is thus clear that the FOIA can provide, at best, only a limited
remedy to the problem of excessive government secrecy. The Act as
drafted, enforced, and interpreted does little to improve public access to
information about political issues.*®* More importantly, the concept un-
derlying the Act is faulty and has proven self-defeating. A statute that
allows withholding of information that fits within broad categories of
exceptions cannot protect the public from overconcealment.®® More-
over, a statute that requires an individual to request specific documents
cannot afford the means for the citizenry to be well-informed.5?

The inadequte dissemination of information seems to be inherent
in American government. Official regulations, including the FOIA and
national security classification, protect confidentiality rather than pro-
moting or protecting disclosure. They do not fulfill the function of
balancing the need for confidentiality with the national interest in a free
flow of information. Moreover, without a desire to reform information
policies within the executive branch itself, legislative guidelines and
classification categories cannot succeed in providing increased public
access to information.

The attitudes of government administrators do not appear likely to

case under the Act, Mink will color all judicial interpretation of the Act. But cf. Alfred
A. Knopf, Inc. v. Colby, 509 F.2d 1362, 1367 (4th Cir. 1975); Vaughn v. Rosen, 484
F.2d 820 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 (1974).

47, Pub. L. No. 93-502; H.R. 12471, 93d Cong. (1974); 5 U.S.C. § 552(a)(4)(B)
(1970).

48. See Environmental Protection Agency v. Mink, 410 U.S. 73, 104 (1973)
(Brennan, J., dissenting); Developments in the Law—The National Security Interest and
Civil Liberties, supra note 8, at 1224. Justice Stewart, concurring in Mink, agreed that
Mink prevented disclosnre in precisely the situations which should be opened to fullest
disclosure, but he believed that congressional drafting, not narrow judicial construction,
produced this result. 410 U.S. at 95 (Stewart, J., concurring).

49. In fact, the bulk of the suits brought under the FOIA have been prosecuted on
behalf of private interests. The strongest argument made in support of the Act’s
accomplishments is that, while the specific procedures created for information release
have not proven useful, bureaucrats often release the information when threatened with a
law suit under the Act. Benny L. Kass, former counsel to the House Foreign Operations
and Government Information Subcommittee, testified that in ninety percent of the cases
the threat of a lawsuit gets the government to release the information sought. 1971
Hearings, supra note 3, at 308.

50. See text accomnpanying note 42 supra.

51. Most of the time a member of the public does not know the nature of the
material that she wants to have declassified. 1971 Hearings, supra note 3, at 259
(statement of John R. Callahan on behalf of the Editorial Committee of the American
Business Press).
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evolve in the direction of greater sympathy for the release of informa-
tion. American international involvement will continue, the government
will continue employing sophisticated public relations techniques, and
the complexity of issues will grow. Also, with the increasing reliance on
decisionmaking by a technocratic elite using cybernation, the electorate
has an increasing need to know what information is being placed in
computers. Moreover, cybernation has produced an implosion of infor-
niation upon which government decisionmaking is based, and public
access to data must accelerate for the citizen to maintain the same
relative position vis-a-vis the official. Thus, public access to internal
government documents and data will become more and more important.
Some observers fear that the evergrowing bureaucracy will increasingly
smother newsworthy information.52

I
THE PRESS
A. Judicial Censorship—The Doctrine of Prior Restraint

On rare occasions, the government has asked a court to enjoin
publication of leaked information and thus to act as a censor.’® The
occasions when a court has actually done so are even more rare. For,
with the exception of “a single, extremely narrow class of cases,” prior
restraint is generally held to be incompatible with the freedom of the
press guaranteed by the first amendment. As Chief Justice Hughes said
in Near v. Minnesota,’* “the chief purpose of [the first amendinent’s]
guaranty [is] to prevent previous restraints upon publication.” The
reason cited most often to support this proposition is that freedoin of the
press protects the ultimate first amendment interest of the public—its
right to know. Prior restraint would prevent the timely dissemination of

52. The Twentieth Century Fund Task Force on the Government and the Press
reported its findings that the press does have this fear. F. GRAHAM, PRESs FREEDOMS
UNDER PRESSURE 116 (1972).

53. So strong is the prohibition in American law agaimst prior restraint that there
appears to have been only one instance in our history when the government has sought
to enjoin publication of leaked information by a newspaper. New York Times Co. v.
United States, 403 U.S. 713, 725 (1971) (Brennan, J., concurring). The govern-
ment has sought to restrain publication of a book on the ground that it contained classi-
fied information. United States v. Marchetti, 466 F.2d 1309 (4th Cir.), cert. denied, 409
U.S. 1063 (1972) (for a discussion of this case, see text accompanying notes 126-29
infra). The government generally lacks advance knowledge as to what the press intends
to publish. The publication of the Pentagon Papers was one of those unusual news stories
that was serialized. In contrast, the Chicago Tribune story early in World War II
disclosing that the United States had broken the code by which Japan transmitted its
secret military and diplomatic messages, once published, left nothing that could be
usefully restrained.

54. 283 U.S. 697, 713 (1930).
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information from competing points of view, and allow the government
to control the public’s sources of news. The constitutional prohibition
against prior restraint thus protects the marketplace of ideas in which
competing points of view struggle for popular acceptance.®® If the
government could constitutionally prevent publication, it could institute
the type of policing operation that would ultimately allow it to close
down the marketplace altogether and replace it with a company store.%®

Despite the presumption against the validity of prior restraints on
publication, the government is still free to seek them, and no court has
said that prior restraint can never be justified. Thus, the question of
what circumstances justify a prior restraint remains open. What standard
or burden must the government meet before prior restraint may be
ordered? For 40 years, until New York Times Co. v. United States®
(the Pentagon Papers case), the leading judicial statement on prior
restraint was Near v. Minnesota,*® which involved an attempt to use
Minnesota’s Gag Law to suppress the publication of a defamatory anti-
Semitic newspaper. In a dictum in Near, Chief Justice Hughes, citing
examples of situations in which prior restraint might be permissible,
wrote that in time of war: “a government might prevent actual obstruc-
tion to its military recruiting service or the publication of the sailing
dates of transports or the number and location of troops. . . . The
security of the community life may be protected against incitements to
acts of violence and the overthrow by force of orderly government.”5®
The dangers which Hughes found to justify prior restraint are best
characterized by their gravity and imminence.®®

It was widely expected that the Near standard would be updated
when the Supreme Court decided the Pentagon Papers case in 1971.%*
The Court found that hnpending publication of the classified, national
defense information contained in the Pentagon Papers did not justify
prior restraint. The 6-3, three paragraph per curiam opinion confirms
that only the most exceptional circumstances will justify a prior re-

55. Probably the most eloquent judicial statement of this philosophy was by
Learned Hand in United States v. Associated Press, 52 F. Supp. 362, 372 (S.D.N.Y.
1943), aff'd, 326 U.S. 1 (1945).

56. New York Times Co. v. United States, 403 U.S. 713, 733-34 (1971) (White,
Y., concurring) (discussion of Congress’ unwillingness to give the executive the power to
monitor the press under the 1917 Espionage Act).

57. 403 U.S. 713 (1971).

58. 283 U.S. 697 (1931).

59. Id. at 716.

60. United States v. New York Times Co., 444 F.2d 544, (2d Cir.), revd, 403
U.S. 713 (1971).

61. New York Times Co. v. United States, 403 U.S, 713 (1971). For a discussion
of a recent British case denying the British government’s attempt to enjoin the pubKca-
tion of a deceased Cabinet minister’s diaries and limiting government restrictions of the
press, see N.Y. Times, Oct. 2, 1975, at 1, col. 1.
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straint, but sheds little new light on the question of what circumstances
would be sufficient. The Court contented itself with the unadorned ob-
servations that: (1) there is a heavy presumption against the constitu-
tional validity of any system of prior restraint; (2) the government must
thus meet a heavy burden in seeking sucli restraint; and (3) it had not
met that burden. Just what that burden was, the Court judiciously de-
clined to say.%*

Nor did the individual concurring or dissenting opinions offer any
substantial standards to improve on Near. The Second Circuit correctly
generalized Near and applied to the documents a “grave and iminediate”
danger test.®® The government argued that this should be interpreted as
a “grave and irreparable harm” test.®* The American Civil Liberties
Union, as amicus for the New York Times Co., urged that the govern-
ment be required to satisfy a two-part test: (1) useful to the enemy, and
(2) not contributing to political discussion.®® Justice Brennan interpret-
ed the Near test to mean that “only government allegation and proof
that publication must inevitably, directly, and immediately cause the
occurrence of an event kindred to imperiling the safety of a transport
already at sea [in time of war] can support even the issuance of an
interim restraining order.”®® In dissent, Justice Blackmun called for a
“weighing, upon properly developed standards, of the broad right of the
press to print and of the very narrow right of the government to prevent.
Such standards are not yet developed.”®” In concluding, Blackmun
merely noted the “harm” test elaborated by Judge Wilkey in his dissent
in the companion Washington Post case: the imminent threat of “the
death of soldiers, the destruction of alliances, the greatly increased
difficulty of negotiation with our enemies, the inability of our diplomats
to negotiate . . . .78

All of the suggested tests focus on the threat to national security
posed by release of the specific sensitive information involved, rather
than on a possible threat to government interests in free discussion
within government and in efficient administration. This limiting of the
government interest that can give constitutional validity to a prior

62. 403 US. at 714,

63. United States v. New York Times Co., 444 F.2d 544 (2d Cir.), rev'd, 403 U.S.
713 (1971).

64. 403 U.S. 713,732 (1971).

65. Brief for American Civil Liberties Union as Amicus Curiae at 12-13, New
York Times Co. v. United States, 403 U.S. 713 (1971).

66. New York Times Co. v. United States, 403 U.S, 713, 726-27 (1971) (Brennan,
J., concurring).

67. Id. at 761,

68. Id. at 763, quoting Wilkey, J., who concurred in the companion case, United
States v. Washington Post, 446 F.2d 1327, 1330 (D.C. Cir. 1971), aff'd, 403 U.S. 713
(1971).
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restraint is suggested by Near and is consistent with the judicially
accepted rationale that the primary goal of the first amendment is to
prohibit prior restraint of expression. %

The Court in the Pentagon Papers case considered the means by
which the informants gained possession of the Pentagon Papers to be
irrelevant to the question whether publication should be enjoined. Theo-
retically, this could encourage the use of illegal means to obtain infor-
mation.”™ Additionally, the official who controls the information whicl
is leaked is generally without remedy against the press.”* However, if
information has been obtained illegally, such as through wiretapping,
the perpetrator of the crime is punishable by the government.” Evi-
dence of misconduct by government officials is so difficult to obtain,
and its publication is so important, that the press should not be held
accountable for the means used by the informant in obtaining the
information. The balance weighs i favor of not allowing prior restraint
on grounds that illegal means were used by the press’ informant to
obtain the information or that leaking it to the press was illegal.

B. Criminal Prosecution of the Press After Publication

The second way in which the government tries to use courts to
discourage publication of leaked information is criminal prosecution of
the offending newspaper or media. Two theories have been suggested
under which those who publish leaked information may be criminally
prosecuted. First, the Espionage Act expressly prohibits unauthorized
use of certain kinds of government information. Second, on the theory
that information is property, the unauthorized transfer of information
may be a property crime.™

69. New York Times Co. v. United States, 403 U.S. 713, 724 (1971) (Douglas, J.,
concurring). See note 10 supra.

70. The distinction should be drawn between receiving information by leak and
receiving information by an illegal means such as a wiretap. An analogy can be drawn
between information sources for law enforcement and for the press. While the Constitu-
tion and statutes limit the police in using searches and seizures to gather information i
an investigation, the police can seek information from other people no matter how the
others obtained the information. The ueighbor who was most directly invading the
suspect’s privacy is probably the person the police most want to question. Both the police
and the press serve a public purpose; while they must observe certain restrictions while
accownplishing this purpose on their own, they should be free to use auy information
furnished to themn by others im accomplishing the public purpose.

71. See Pearson v. Dodd, 410 F.2d 701 (D.C. Cir.), cert. denied, 395 U.S. 947
(1969).

72. This is particularly true in light of Branzburg v. Hayes, 408 U.S. 665 (1972)
which permitted grand juries to question reporters as to the identity of their sources and
made it more likely that illegal sources would be identified.

73. For example, the defendants in People v. Kunkin, 9 Cal. 3d 245, 507 P.2d
1392, 107 Cal. Rptr. 184 (1973), were prosecuted for receipt of stolen property.
However, there is some debate as to whether unauthorized release or receipt for
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Consonant with these theories, state legislatures and the Congress
have enacted government information regulations and sanctions for
violating such regulations. Prosecution of the press for publishing gov-
ernment documents might be based on criminal theft statutes designed
to protect government property. The press might also be prosecuted
under the federal espionage™ and confidentiality laws,”® public property
law,”® or a records law.™ The proposed federal criminal code drafted by
the Nixon administration and supported by the Ford administration
includes a provision for post-publication punishment of media that print
leaked documents.™®

Although criminal prosecution of the news media under the espio-
nage laws is uncommon, the first amendment would not bar such
prosecution under certain circumstances. The individual opinions of
three of the justices in the Pentagon Papers case suggested that the
government would have had to meet a less restrictive first amendment
standard if it had prosecuted the New York Times and Washington Post
under the espionage laws rather than seeking an injunction against
publication.™

The nonconstitutional limits on punishment of the press for a prop-
erty crime when leaked government information is published are more
problematic. The leading federal case on whether government docu-
ments are within the law of property is Pearson v. Dodd,*® which holds
that publcation of leaked papers belonging to a United States Senator
is not punishable as a conversion of property. The court reasoned that
to qualify as property, the information leaked must have literary, scien-

publication of government information is punishable under existing federal statutes. See,
e.g., Nimmer, National Security Secrets v. Free Speech: The Issucs Left Undecided in
the Elisberg Case, 26 STaN. L. Rev. 311 (1974); Edgar & Schmidt, Jr., The Espionage
Statutes and Publication of Defense Information, 73 CoLuM. L, REv. 929 (1973). No
leaker has yet been convicted of a crime under these federal statutes or under any state
statutes,

74. 18 US.C. §§ 793-98 (1970).

75. 18 U.S.C. §§ 1902-08 (1970).

76. 18 US.C. § 641 (1970).

77. 18 U.S.C. § 2071 (1970).

78. S. 1, 93d Cong., 1st Sess. (1973); S. 1400, 93d Cong., 1st Sess. (1973).
Congress has not yet enacted a criminal statute and questions of constitutionality have
not yet been answered.

79. New York Times Co. v. United States, 403 U.S. 713, 727, 730, 740 (1971)
(separate opinions of Stewart, J., White, J., and Marshall, J.).

80. 410 F.2d 701 (D.C. Cir.), cert. denied 395 U.S. 947 (1969). Former and
present employees of Senator Thomas Dodd made copies of letters, office records and
other documents in the Senator’s files and gave the copies to syndicated columnists Drew
Pearson and Jack Anderson who subsegnently published some of the information. Dodd
sued the columnists for invasion of privacy and conversion. Judge Skelly Wright writing
for the Court of Appeals fonnd that the defendants did not commit a conversion of the
docnments because Senator Dodd was not deprived of his use of them.
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tific, or commercial value that depends on its being kept secret.’* Not
only was the information outside of the definition of property,®? but
also, because Senator Dodd was not deprived of the use of the docu-
ments, he failed to establish the elements necessary to recover for tor-
tious conversion. The court suggested that the appropriate action for
the plaintiff was for invasion of privacy or defamation, though it hinted
that even here recovery might be barred by common law and constitu-
tional defenses.®® The court did not reach the question of first amend-
ment defenses.

Arguably, it is difficult to generalize from the Pearson case be-
cause: (1) as a civil suit.rather than a criminal prosecution of the press,
first amendment defenses were not applicable in the same way; and (2)
the documents were not government documents as such, but consisted of
personal documents relating to Dodd’s official position. However, the
extensive elaboration by the Supreme Court of first amendment protec-
tion of the press in civil defamation suits demonstrates that tort liability
arising out of publication is restricted by the first amendment just as is
criminal Lability.®* As to whether Senator Dodd’s files were private as
distinguished from government documents, the court referred to the
private information contained in Senator Dodd’s files®® but did not base
its analysis on the distinction between public and private information or
documents. Defining property by a value standard produces the same
resulf under either analysis—the information is not subject to the laws of
property. Senator Dodd controlled this information just as some govern-
ment official controls any government information. Even if Dodd’s
docuinents were private and not government, Pearson is instructive
regarding whether press publication of government information violates
prohibitions agaimst larceny and conversion, because the argument that
government documents are not property is even stronger than the argu-
ment that private documents are not property.

A state case regarding whether government documents are within
the law of property is People v. Kunkin® which involved a state

81. 410 F.2d at 708.

82. See Liberty Lobby, Inc. v. Pearson, 390 F.2d 489, 492 (D.C. Cir. 1968)
(Wright, J., concurring), where Liberty Lobby, Inc. sought an injunction against
publication of information from its files. Judge Wright rejected the argunent that the
lobbying association had a property interest, not compensable with money, in copies of
the documents,

83. 410 F.2d at 708; cf. New York Times Co. v. Sullivan, 376 U.S. 254 (1964).

84. New York Times Co. v. Sullivan, 376 U.S. 254 (1964).

85. 410 F.2d at 706, n.23.

86. 100 Cal. Rptr. 845 (2d Dist. 1972), rev’d on other grounds, 9 Cal. 3d 245, 507
P.2d 1392, 107 Cal. Rpir. 184 (1973). The California Supremne Court reversed the
conviction on the ground of insufficiency of evidence and, therefore, never reached the
issues being discussed. For the purposes of the decision, the California Supreme Court
assumed, without deciding, that the government document was property. Heremafter,
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prosecution of the Los Angeles Free Press, its publisher, and one of its
reporters for recejving stolen government property consisting of a roster
of undercover agents working for the California Bureau of Narcotic
Enforcement. Kunkin held that the document had value, and that it was
property and not information as the defendants argued. The California
Second District Court of Appeal distinguished Pearson as relating to
conversion rather than stolen property, and so avoided confrontation
with the force of the Pearson opinion.®” In Kunkin, whether the roster of
undercover agents was property turned on whether it had value. The
court found that it had value in four senses: (1) the sheets of paper had
value; (2) the preparation, assembly, and distribution of the docunient
reflected costs and thus value; (3) the roster had value as a compilation
of information, analogous to a list of telephone subscribers that has
commercial value; and (4) there was some evidence that the Los
Angeles Free Press considered paying 20 dollars for the roster, although
no such payment was made.®® The court of appeal rejected first amend-
ment claims raised by the defendants.

Although the courts in Pearson and Kunkin reached opposite
conclusions as to whether the government documents that had been
leaked to the press were property, they agreed that resolution of the
question turns on whether the documents have value. The Kunkin court
gave value a broad meaning so that the value of the paper as paper, if
not the value of the information, requires that government docuinents be
protected by the law of property. Value under Pearson is limited to
commercial value for which the government intended to use the infor-
mation. Thus, under the Kunkin test, whenever a copy of a document is
passed to the press the government’s property rights are violated, but if
the information is passed by telephone no property interest is automati-
cally violated. The court justified drawing the line at this point on the
basis of efficiency in enforcement and protection of government infor-
mation. The line is easily drawn and creates a significant obstacle to
unauthorized leaking of information, but its deficiency is too glaring to
be overlooked. Documents have value to the public, the press, and most
importantly to the government not because of the paper on which they
are printed, but rather because of the information contained therein.
Thus, the information should either have value so as to qualify as

references to the Kunkin case will refer to the decision of the California Court of
Appeal. The stolen property in question was one copy of a list of the names, addresses,
and telephone numbers of California’s undercover narcotics agents. An employee at the
Los Angeles office of the state attorney general gave the list to the Free Press which
subsequently published the information.

87. 100 Cal. Rptr. at 854-55, rev'd on other grounds, 9 Cal. 3d 245, 507 P.2d 1392,
107 Cal. Rptr. 184 (1973).

88. Id. at 850-51.
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property no matter in what form it is leaked, or the information should
not qualify as property under any circumstances.®® Pearson is on sound
footing, both in terms of judicial precedent and social policy, in conclud-
ing that government information not being held for its commercial value
does not fall under the protection of the law of property.

Under whatever theory a prosecution is brought, the first amend-
ment limits Congress’ ability to punish the press criminally for publica-
tion of leaked government information. But the standard that the gov-
ernment must meet before punishment may be imposed is not clear.
Congress has either tacitly or explicitly authorized an executive branch
classification systein and criminal sanctions for violating it. But the
legislative and executive branches have virtually unfettered discretion in
implementing standards for classification, and such latitude is unaccept-
ably overbroad as a first amendment standard for punishment of receiv-
ing and publishing leaked government information. The classification
system itself cannot serve as the first amendment standard, since this
would mean that a determination of when the press is punishable would
rest simply on the majority will of the legislature, or the caprice of the
executive. Any system of classification may include information the
publication of which could not be restraimed by an injunction. Addition-
ally, any classification system will probably be abused by overuse.
Further, various legislation protects the confidentiality of different
amounts of information, but the first amendment should not vary with
the statute then in force. A first amendment standard different from
congressionally created information classification systems must be devel-
oped to limit the government’s ability to punish the press for publication
of leaked information.

Such a standard should take account of at least five considerations,
three of which are directly related to the purposes of the first amend-
ment. First, it should focus on the appropriate role of the press in
providing the public with information useful in self-government. Sec-
ond, it should not discriminate based on political beliefs. Third, it
should give maximuin feasible protection to the public’s right to know.
Fourth, though not a first amendment consideration, it should provide
some deterrent against the press’ exposing properly secret information
And lastly, it should provide a basis on which the media can predict

89. Because corporate documents are copyrightable, if they are taken by an
employee, she can be prosecuted for theft and the corporation has a civil remedy for
conversion. However, federal statutory law forbids copyrighting government documents.
17 U.S.C. § 8 (1970). Further, the Register of Copyrights has noted that “control over
the unauthorized dissemination of unpnblished Government Works should be dealt with
as a matter of security rather than literary property.” COPYRIGHT LAw REVISION, PART 6,
House CoMM. ON THE JuDICiARY, 89th Cong., 1Ist Sess. at 9 (Comm. Print 1965).
Thus copyright law supports the position that government docnments are not property.
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their Liability from their actions. There are at least three possible
standards for determining the constitutionality of prosecuting the press
for publishing documents obtained via an unauthorized leak.

First, tests based upon the content of the information are possible.
Similar to the prior restraint area, one approach under this kind of test
would be to allow prosecution of the media whenever a court finds that
the published information presents a danger to the state. But this type of
content analysis fails to consider the first amendment role of the press
because it ignores whatever value the information might have for public
discussion. Alternatively, the content of the information could be judged
solely by its usefulness for public discussion. Prosecution of the media
would be prolibited unless a court determines that the information
contributes little or nothing to the self-governing process. This ap-
proach, however, neglects completely the interest of the state in secrecy.
Adoption of either approach to the content test would create a deterrent
effect upon publication of information conceivably within the prohibited
range. Since the press could not, by a good faith belief that publication
was proper, immunize itself from prosecution, a chilling effect would be
created wlienever substantial doubt existed.

A second possible test is a balancing test—balancing the govern-
ment’s interest in secrecy against the public’s mterest in having access to
information. However, balancing tests can always be criticized for fail-
ing to provide predictability. This uncertainty is likely to destroy much
of the protection of society’s interest in use of the information in the self-
governing process because of the chilling effect problem already dis-
cussed. Balancing also places too much emplasis upon the political
beliefs of the court that must determine the value of the leaked imforma-
tion’s content in the self-government process.

In order to properly take ito account all five considerations pre-
viously discussed, the first amendinent should be held to prohibit prose-
cution of one who publishes leaked information absent a showing that
the publisher held some improper state of mind as to the content of the
information published. A subjective test is necessary to avoid undesir-
able self-censorslip by the press in an attempt to avoid prosecution.

An appropriate subjective test for punishing publication of leaks,
including national security information, nright be to determine if the
information was published “in reckless disregard of the excessive harm
to the governmental iterests contrasted with the lack of value for the
public in self-governing.”®® The first amendment does not protect the

90. It would, of course, be possible to have a subjective test that permitted
prosecution if the publisher were merely negligent in disregarding the balance of values
connected with publicatiou of the information. But this creates problems of uncertainty,
and thus forfeits the main advantage of a subjective test,
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publisher of leaked information if: (1) the public’s interest in mnaintain-
ing the secrecy of the information outweighs the public’s interest in
receiving the information and (2) the publisher, taking into considera-
tion her constitutional duty of providing the public with the information
useful for self-governing, recklessly disregards the balance against dis-
closure. By having the court balance the competing first amendment and
government confidentiality interests, this standard requires that the pub-
lisher take into account the interests opposing the public right to know.
However, to prevent the specter of criminal punishment from restraining
the press that in good faith believes that publication serves the public
interest, punishment should only be constitutionally permissible if the
decision to publish was made in reckless disregard of the overriding
importance of maintaining confidentiality. Protecting the press with a
subjective standard is necessary to avoid the chilling effect and desirable
to preserve the press’ unique capability of informing the public.

A first amendment standard based on the publisher’s state of mind
concerning content was first applied to the press in defamation cases and
subsequently expanded to invasion of privacy actions.’’ The govern-
ment’s interest in confidentiality can be analyzed and weighed in niuch
the same way as a private citizen’s interest in reputation or privacy. A
court nust balance the interests in reputation, privacy or confidentiality
against the public’s right to know, the government employee’s right to
free expresison, and the press’ right to publish. Unlike defamation cases,
however, truth or falsity is not the primary issue when government
information is leaked, because the governinent’s interests are threatened
whether the information leaked is true or false. The issue that the press
must not recklessly disregard is the injury to the national interest result-
ing from disclosure. Proof of harm to the national defense or other
strong national iterest might be equivalent to the proof of damages
necessary to recover for defamation.

Two problems appear to plague the “reckless disregard of the
balance of interests” standard. First, despite the strong presumption
against the validity of prior restraints, this standard might prevent
punishment of the press in some situations in which prior restraint
would be constitutionally permissible. A document may both contribute
to the public discussion of the issues and create a grave and imminent
danger to the nation. Publication of such a document would be restrain-

A stricter standard than the one proposed could also be adopted: a publisher could
not be prosecuted unless he knowingly disregarded the excessive harm from publicatiou.
In certain circumstances, liowever, this would preveut authorities from punishing behav-
ior which nearly all would agree is dangerous.

91. See Gertz v. Robert Welch, Inc., 418 U.S. 323 (1974) (defamation); Time,
Inc. v. Hill, 385 U.S. 374 (1967) (imvasion of privacy); New York Times Co. v. Sulli-
van, 376 U.S. 254 (1964) (defamation).
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able, but punishment of the press would be constitutionally impermissi-
ble. Such a situation is rare. It would seem that if a court enjoins
publication of particular leaked information and the media goes ahead
and publishes it, the media would then be punishable for contempt of
court. Allowing prior restraint of information when ity publication
would not result in punishment of the press is justifiable because of the
different social policies supporting prior restraint and punishment: re-
straint serves to protect a government secrecy interest, wlereas punish-
ment forces the press to be responsible m fulfilling its function of
keepimg the public informed. If the press in trying to carry out this
function is not reckless, it should not be punished.®?

The second problein with the proposed state of mind constitutional
standard for criminal conviction of the press is that it might not suffi-
ciently protect the government’s mterest in confidentiality. When a leak
occurs, the government usually does not have the warning necessary to
go to court for an imjunction before publication. Thus, disallowing
punishment leaves the media undeterred fromn printing potentially dan-
gerous information that is of use in public discussion.

No line is without its social costs, but this line seems to be the least
costly. In protecting both the freedom of the press and government
secrecy, the government because of its control over the information, its
possible adverse action against the employee who leaks information, and
its ability to manage news, is better able to bear the burden of constitu-
tional restrictions.®®

Regardless of the test used, the question arises regarding the rele-
vancy of the government’s classification system. Under New York Times
Co. v. United States,®* whether or not the leaked information was
classified is irrelevant m the court’s determination of whether prior

92. Although the government’s interest in secrecy should be considered, the press
will be unable to guarantee the public’s right to know if it can be punished simply for
failure to take into account a coinpeting interest. To reduce the chilling effect on first
amendment expression and ensure the press’ ability to protect the public’s right to know,
constitutionally permissible punishment is limited to situations of reckless disregard.

93. This test, by allowing criminal punishment of reckless and deliberately irre-
sponsible actions by the press, should reduce the incentive for the government to resort
to illegitimate means for controlling the content of publication, either through pressuring
the media or relying on the implicit threat of doing so. The government can do this by
granting competing media greater access to government news sources, licensing of
broadcast 1nedia, anti-trnst and other court actions, tax evasion and other investigations,
and pressure on advertisers, upon whom most media depend. This is not to condone the
use of such illegal means to inhibit the press, but only to acknowledge that possible
resort to such tactics by the government is a source of power which chills the press and
is a course of action not to be encouraged.

94. 403 U.S. 713 (1971).
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restraint of the press is constitutionally permissible.®® This result should
equally follow for criminal punishment®® because classification is often
unrelated to the necessity of maintaining the confidentiality of the
content of the information, and because classification generally occurs
without regard to any contribution the information might make to
public discussion. The arbitrary nature of classification also means that
the government may be unable to protect its security interests if punish-
ment is impermissible just because information is not classified. Under
Chief Justice Hughes’ troop movement or ship embarkation examples,
the government’s ability to punish the media that publishes such infor-
mation should not depend on whether the document bore a classification
stamp. Conversely, the government relies on executive classification to
prevent emibarrassment, hide corruption, and hide efficiency.®” A
press criminally liable for publication of such classified information
cannot achieve one of its purposes that the first amendment protects,
i.e., to prevent deception.®®

The foregoing analysis suggests that punishment on the basis of the
existing classification system is unconstitutional under the first amend-
ment. If classification is limited to use as a tool for channeling informa-
tion within the bureaucracies, the system is permissible. But if violation
of the classification system is statutorily determined to be a basis for
criminal conviction of the press, the system should be declared unconsti-
tutional. Infringement of the flow of information to the public under a
classification system is justifiable under the first amendment only if
neither the press nor government employees lose their rights to dissemi-
nate information. Even if the government limited classification to docu-
ments containing only technical information—and even assuming such
information is of no use in self-government—and looked to the useful-
ness of the information to the public before classifying, using the
classification systen as a limit on information dissemination to the

95. 'The Pentagon Papers were national security classified documents, but quite
possibly were improperly included within the scope of E.O. 10501. 1971 Hearings, supra
note 3, at 105-06 (statement of William G. Florence). Even so, only six of the Justices
voted against prior restraint. The other Justices were mistakenly influenced by the
classification.

96. The one exception to the rule that classification is irrelevant to the issue of the
constitutionality of a subsequent punishment is that the status of information as classified
might be evidence of the knowing nature of the press’s disregard of the information’s
lack of value to the public in self-government. Also, punishing the press for receiving the
information or for somne other offense besides publication slhiould not have a lower
constitutional standard. In fact, the possibility of punishment for receipt without publica-
tion would have a greater chilling effect than punishment for publication. Additionally,
the government interest is not nearly so strong since the information is not being made
public.

97. See note 6 supra and text accompanying.

98. New York Times Co. v. United States, 403 U.S. 713, 717 (1971) (Black, J.,
concurring).
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public would still be inconsistent with the first amendment.?® Protection
of the press’ first amendmnent interests prohibits subsequent punish-
ment without determining the interests of the publisher.

1T
PUNISHMENT OF GOVERNMENT EMPLOYEES

Even wlien the press cannot be constitutionally prosecuted for
receipt or publication of leaked information, the question still remains
whether the source of the leak, the government employee, may be
prosecuted or fired. If first amendment protection is extended to the
leaker as well as to the press, the government employee may have a
constitutional defense against adverse action in the employment context
as well as against criminal prosecutions for leaking.

Tlie extent of the protection inighit be conceived by the courts as
depending upon whether the government initiates a criminal prosecu-
tion or an adverse action. Two arguments might support the differing
extent of constitutional protection. First, the uniquely employer inferest
of the government is weightier in an adverse action against an employee
than in a criminal prosecution of the same employee. The government
has a stronger justification for firing a disruptive employee than for jail-
ing that emnployee. But the greater vulnerability of employees to ad-
verse action in the employment context than to criminal prosecution
suggests a stronger employee first ainendment interest in the face of
loss of job or demotion. Second, arguably the employee’s loss of job
is less grievous than criminal sanctions. However, potential dismissal,
like criminal sanctions, inhibits free expression.’’® For a government
employee who leaks information, criminal prosecution is rare and,
therefore, loss of job is the greater threat. Day-to-day free exercise of
civil liberties depends on a property basis for these rights and a secure
job is one of the most necessary property bases.’®* The Supreme Court
has provided broad protection for first amendment rights of govern-
ment employees and employees of government contractors from im-
‘pingement by loss of job.? Thus, both case law and logic suggest that
constitutional protection should not vary with the type of sanction the
leaker faces.

_A threshold question is whether leaking by a government employee

99. This assumes that the classification of the leaked information passes the initial
test i.e., that the information is properly classified.
100. Pickering v. Board of Education, 391 V.S, 563, 574 (1968); Kiiskila v.
Nichols, 433 F.2d 745, 749 (7th Cir. 1970).
101. Reich, The New Property, 73 YALE L.J. 733 (1964).
102, Pickering v. Board of Education, 391 U.S. 563 (1968); United States v. Robel,
389 U.S. 258 (1967).
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is expression within the meaning of the first amendment. Three argu-
ments can be made that leaking is not protected speech: (1) leaking is
conduct rather than expression; (2) the first amendment protects ex-
pression of opinion, but not of information; and (3) leaking should be
governed by principles of agency law.

That leaking may involve the transmittal of documents in add1t10n
to speech and thus may not be “pure speech” suggests an expression-
conduct analysis, under which the expression would be protected but not
the conduct.'®® But the traditional rationale supporting the speech-
conduct analysis is inapplicable to leaks. The expression-conduct analy-
sis is inapplicable to leaks. The expression-conduct dichotomy is applied
to limit the form of expression, not the content.’®* But to clhiaracterize
leaks as unprotected conduct would in effect be to say that a particular
idea can be prevented from being expressed because the leak is a
necessary part of the expression. In order to argue that a leak is conduct
not protected by the first amendment, the government must demonstrate
an interest in preventing the conduct—e.g., the taking of documents—
apart from any interest in preventing communication.'®> However, the
government’s real concern is in preventing the communication in order
to maintain confidentiality. The actual transfer of the document is
important only because it is a necessary element of commumnication.'°®
Therefore, because the government is attempting to regulate the speech
element rather than the conduct element, the non-pure speech analysis is
inappropriate.

The second argument that leaking is not protected expression is
that a line should be drawn between the expression of opinions, which is
protected, and the conveying of information received in confidence,'®?
which, according to this approach, is not. The problem arises when the
employee releases documents without comment. Courts, however, have

103. See The Supreme Court, 1970 Term, 85 Harv. L. Rev. 199, 210 (1971),
suggesting that prosecuting Daniel Ellsberg for leaking the Pentagon Papers to the press
is prosecution for conduct and not for expression.

104, United States v. O’Brien, 391 U.S. 367, 376 (1968).

105. The widespread use of electronic copying machines has all but eliminated the
threat that the leaking of a document would leave the government without another copy
of the document.

106. However, the California Court of Appeal (Second District), in People v.
Kunkin, 100 Cal. Rptr. 845 (2d Dist. 1972), rev’d on other grounds, 9 Cal. 3d 245, 507
P.2d 1392, 107 Cal. Rptr. 184 (1973) (see note 86 supra), did draw a distinction
between oral communication and the passing of documents because of the greater
accuracy of written information and the greater volume of material communicable, This
point has some validity, but it is not the type of distinction upon which constitutionality
sliould turn because it is a bogus distinction. The governmental interest is as much
harmed by spoken as by written leaks. This distinction points up the fallacy in the
symbolic speech argument.

107. Often, of course, expression of an opinion on a public issue is interwoven with
the release of information.
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not yet distinguished between expression of opinions and inforniation in
first amendment adjudication. In fact, through this failure to distinguish
the courts have neglected the somewhat different issues involved in
assuring expression of information. Sources of information are not as
widespread as sources of opinion, and the threat against civil liberties
that prevents information from becoming public is often more subtle:
not criminal punishment or crowd violence, but loss of job. Arguably
the expression of information is in greater need of protection through
innovative application of constitutional directives than is the expression
of opinion. Case law and public policy offer no grounds for arguing that
the first amendment line should be drawn to protect opinion but not
information.

The third argument is that, under general principles of agency law,
the employment relationship creates a duty not to disclose information
which the employer wishes to keep confidential. The agent is thus under
a duty to act solely for the benefit of the principal'®® and only with
authorization.’®® The Restatement of Agency interprets those rules to
mean that an agent is under a duty not to reveal information received in
confidence. However, even without constitutional protection the agent
may take political stances contrary to the mterests of the employer.!*?
Although leaking government information is more closely akin to re-
vealing information recejved in confidence, it also often involves taking
political stances contrary to the mterests of the leaker’s superiors. And in
some cases, at least, the differing political stance may be based on the
very information that the government seeks to keep confidential and the
eniployee wants to make public.

In addition, the first amendment gives the eniployee added protec-
tion in expression when the employer is the state, for first amendment
constraints always apply to the government while private eniployers are
not so restricted. Thus, although principles of agency law might reflect
the popular traditional concept of government employment, court deci-
sions on the first amendment rights of government eniployees, rather
than agency law, are determinative of wlether the employment relation-
ship between the government and civil servants takes the act of leaking
information outside the scope of expression protected by the first
amendnient.

The courts have yet to articulate a totally coherent and comprelien-
sive theory of the first amendment rights of government employees.
Through the 1950°s and 1960’s, courts repeatedly stated that publc

108. RESTATEMENT (SECOND) OF AGENCY § 387 (1958).

109. Id. § 383 (adding the proviso, “except when privileged to protect his own or
another’s interest™).

110. Id., § 387, illustration 3 at 202.
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employment cannot be conditioned on the surrender of constitutional
rights.'* Viewed in light of these pronouncements, United Public
Workers v. Mitchell,*** approving the Hatch Act’s restriction on political
participation by government employees,'*® seemed overruled in princi-
ple, being based on outdated constitutional concepts. In 1973, however,
in U.S. Civil Service Commission v. National Association of Letter
Carriers,'** the Court reaffirmed its approval of the Hatch Act. The
import of this decision was that the Constitution does not forbid the
denial to government employees of some rights that are usually consid-
ered constitutional rights. Thus, it is important to look at both the
purposes of the Hatch Act and the Court’s analysis in Letter Carriers to
determine what bearing they have on the issue of whether leaking is
within the retained first ainendment rights.

Letter Carriers upheld the Hatch Act by balancing the employee’s
right to participate in partisan politics against the government’s interest
in promoting fair and efficient government by preventing incumbents
from using the Civil Service as a political machine. An equally impor-
tant consideration was that advancement should not be dependent on
currying favor with superiors. The interests that tipped the balance in
favor of the government i Letter Carriers do not support the condition-
ing of government employment on refraining from leaking inforination.
Limiting the partisan political activities permissible for government
employees eliminates the incentive for officials who might otherwise
pressure subordinates imto becoming party functionaries. The Court in
Letter Carriers thus was partially balancing the conipeting interests of
government employees. These considerations are not present in the issue
of leaks because the employees have no interest to be weighed against
their freedom to contribute (by leaking) to the public discussion of
government policies. Moreover, the Hatch Act did not prohibit all par-
ticipation in elections by government eniployees. The Hatch Act was a
legislative decision to condition government employment on abstaining
from particular activities as a partisan rather than to condition govern-
ment employment on abstaining from engaging in partisan activity.
Prohibiting leaking curtails expression on the issues of self-government
rather than curtailing activity.

111, Pickering v. Board of Education, 391 U.S. 563, 568 (1968); Keyishian v.
Board of Regents, 385 U.S. 589 (1967); Shelton v. Tucker, 364 U.S. 479 (1960);
Wieman v. Updegraff, 344 U.S. 183 (1952).

Most of these cases dealt with employment of “subversives,” rather than with the
issues mvolved in leaks such as criticism of one’s superiors and unauthorized disclosure.
However, the issues are similar: the protected interests of the employee are considered
inimical to the interests of the employer.

112, 330 U.S. 75 (1947).

113. 5US.C. § 7324 (1970).

114. 413 U.S. 548 (1973).
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In fact, the Court’s decision in Letter Carriers depended on its
interpretation of the Hatch Act as limiting activities in election cam-
paigns without infringing on the right to vociferously support candidates
and political policies.**> Letter Carriers upholds a legislative ban on
partisan activities not only because of the particular threat that they
pose, but also because they are not expression in the first amendment
sense.**® Unlike activities prohibited by the Hatch Act, however, restric-
tions on leaking go directly toward prohibiting expression on the issues
themselves, a prohibition whichi the Court in Letfer Carriers implied
would be unconstitutional.'*” Thus, punishing leaking might well be
inimical to the first amendment, while the Hatch Act is not.

Finally, the Hatcli Act argnably does little to protect either govern-
ment interest emphasized by the Court in Letter Carriers. Despite the
Act, a successful career as a civil servant often depends on supporting
the incumbent. Defenders of the practice of allowing the executive
branch to enforce political liomogeneity within the bureaucracy argue
that this simply requires employees to work in the interests of the
government. Actually it is more akin to demanding partisan loyalty. On
the other hand, insofar as leaks by employees further the dissemination
of informed political opimions in opposition to administration policies,
the Letter Carriers rationale supports giving sucl leaks first amendment
protection. Such a policy would discourage the development of a mono-
lithic Civil Service political machine, and an effective Civil Service need
not include a requirement that employees adhere to the political beliefs
of their superiors.

The United States Supreme Court has not decided any cases that
considered the extent of first amendment protection for government
employees who leak information to the press, but the extent of first
amendment protection of government employees who publicly criticize
superiors has been the issue in numerous Supreme Court cases.!!®
Criticism-of-superior cases raise most of the same considerations as leak
situations. Whether a government employee chooses to influence her
agency’s policies by releasing information to the press or by directly
criticizing the policies through the press, the government employee’s
interest in participating in the discussion of political issues is the same.

115. 413 U.S. at 575-76, 579; Alderman v. Philadelphia Housing Auth., 496 F.2d
164, 171 (3d Cir. 1974). Letter Carriers further states that the Hatch Act allows full
participation in public affairs as long as it does not compromise the efficiency, integrity,
and neutrality of the agency. 413 U.S. at 556-57.

116. 413 U.S. at 556.

117. Id. at 567.

118. Armnett v. Kennedy, 416 U.S. 134 (1974); Pickering v. Board of Education, 391
U.S. 563 (1968); Garrison v. Louisiana, 379 U.S. 64 (1964); Wood v. Georgia, 370 U.S.
375 (1962).
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Similarly, the press’ first amendment mterest in disseminating ideas from
diverse viewpoints as well as the public’s interest in hiearing expression
useful for informed self-government are qualitatively the same for re-
ceiving leaked information as for receiving criticism of a government
agency by its employee, although arguably the interest is greater for
receiving information than opinions. The government’s interest in effec-
tively implementing policies and in maintaining employee loyalty are
similar for leaks and criticism. However, one government interest, that
of maintaining security, while being threatened by public criticism of
agency officials, is more seriously impaired by information leaks. When
the information leak threatens national defense interests or third party
privacy rights, the government’s security interest is a significant counter-
weight to the employee’s, press’, and public’s first amendment interests.
But in the usual unauthorized leak of information relating to policymak-
ing in a non-national defense context, the government’s security interest
does not add significantly to the interests in efficient administration and
effective policy implementation. Thus, the overall considerations of
courts in applying the first amendment should be the same in leak as in
criticism situations, but the applicable standard should differ so as to
focus on the government’s need for confidentiality in leak cases. Accept-
ing in a non-national defense context, the government’s security interest
to leak cases to provide the starting point for developing the appropriate
first amendnient standard for protection of government employees who
are threatened with sanctions because they leaked information.

Pickering v. Board of Education'*® is the Supreme Court case
regarding constitutional rights of government employees that is most
analogous to the leak situation. It is the leading case defining the first
amendment right of a government employee to criticize, through the
media, a superior or a policy of her agency. Pickering was a high school
teacher who wrote an inflammatory letter to a local newspaper criticiz-
ing the Board of Education. The letter disclosed information tending to
cast discredit on the policies of the Board of Education, but was found
to be somewhat inaccurate in its recitation of facts. The Board of
Education sought to fire Pickering, and hie sued for an injunction
against the dismissal. The Court held the letter from the teacher to the
newspaper to be protected expression within the first and fourteenth
amendments and, accordingly, that adverse action against Pickering was
constitutionally prohibited because the statements in his letter were not
“shown to have been made either with knowledge of their falsity or with
reckless disregard for their truth.”*?° In so holding it implied that the
New York Times Co. v. Sullivan test is the appropriate standard against

119. 391 U.S. 563 (1968).
120. Id.at 573.
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which to measure an employee’s publishied criticism of her agency, at
least where the employee’s criticism does not render impossible her
continued effective performance of her job.***

Not only are the first amendment interests similar in leak and
criticism-of-superior situations, but also the facts of Pickering are close
to those typical of leaks. Both Pickering and unauthorized leaks involve
publication of information by an employee particularly familiar with an
issue and expression that is critical of the agency and that is mtended to
cause public interference with agency implementation of policy. Also,
the Board of Education objected to Pickering’s letter because of the
information that it provided to the public through the media. Arguably,
a letter to the editor, such as Pickering’s, is more likely to be false
because the facts recited i such letters typically are not checked for
accuracy. Moreover, such a letter might well do more to disrupt the
functioning of the agency because the employee’s name is associated
with it, the information is not integrated into an article whicli might well
seek to balance it with the government’s point of view, and the letter is
more likely to be written in inflammatory language.

Pickering reflects the constitutional philosophy of the Warren
court. Justice Rehnquist’s opinion in Arnett v. Kennedy*** might imply
that the Burger court believes that the rights protected by Pickering
must be limited. The Court in Arnett upheld a firing under the Lloyd-
La Follette Act, which permits adverse actions against government
employees “for such cause as will promote the efficiency of the serv-
ice.”?® Arnett did not reach the question of what expression by a
government employee is constitutionally protected and avoided any
confrontation with Pickering by assuming that Kemiedy’s criticism was
made in reckless disregard of the truth.?*

The issue that the Court addressed in Arnett was what statutory

121. Some lower courts have incorrectly interpreted Pickering as holding that a
balancing approach is appropriate. E.g.,, Bean v. Darr, 354 F. Supp. 1157, 1161
(M.D.N.C. 1973).

122. 416 U.S. 134 (1974). Kennedy sought declaratory and injunctive relief against
his foriner employer, the Office of Economic Opportunity (OEO), after he was fired for
publicly stating that the regional director of OEO attempted to bribe a representative of a
community action organization. Kennedy argued, first, that the procedure of the firing
violated procedural due process protections of the United States Constitution and,
second, that the public criticism for which he was fired was expression protccted under
the first amendment. The three judge district court granted summary judgment for the
plaintiff on both causes of action. 349 F. Supp. 863 (N.D. Il 1972), rev'd, 416 U.S, 134
(1974). Because the appeal was fromn a grant of summary judgment, the Supreme Court
assumed the truth of appellant’s allegation that Kennedy’s statement was made in
reckless disregard of the truth. The Court then held that the facts alleged by the
government, if true, justified dismissal under both the statute and the Constitution.

123. 5U.S.C. § 7501(a) (1970).

124. 416 U.S. 139, 139-40. See note 122 supra.
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criteria for adverse actions against a government employee are constitu-
tionally permissible.**> The Court avoided the question of what speech
by Kennedy is constitutionally protected, and mstead interpreted the
statute as excluding dismissal for constitutionally protected expres-
sion.1?¢ Essentially, the Court in Arnett says that the constitutional right
of free expression wil be protected when the facts so demand, but that it
will not strike down legislative efforts to set administrative standards
that both extend and restrict benefits when an employee argues that the
legislative restrictions are so broad as to infringe constitutionally protect-
ed expression. In that stituation, the Court will simply construe the
statute narrowly so that its sanctions may not be apphied to infringe
expression protected by the first amendment.

Despite analysis that shows the holding of Arnett to be generally
consistent with Pickering on the issue of the first amendment right of
government employees to criticize their superiors, the application of the
law by the Arnett Court suggests that the Court was discreetly limiting
the right of civil servants to criticize the policies of their agency.*”” The
opimion’s lack of sympathy for government employees who criticize their
superiors fosters the mipression that the Court would find it acceptable
if bureaucrats were able to terminate employees who question agency
policy. To the extent that Arnett is so interpreted, the courts would be
going beyond the case’s holding and its logic, breaking with what should
be controlling precedent, and creating bad law and social policy.

The problem is how to develop from Pickering and Arnett the
appropriate first amendment test for sanctions against government ein-
ployees who leak informnation. As previously discussed,’*® the first
amendment interests of the employee, press, and public are qualitatively
the same when an employee criticizes her agency in the media as when
she leaks information to the press. The government interest differs to the
extent that the unique threat posed by leaks is revelation of confidential
information while the unique interest in preventing criticism is that the
public presumes that a government employee is well-informed in her
criticisin. Therefore, the knowing-falsehood standard of Pickering is
logically related to the government interest being protected. The first

125. The majority accepted the argument that Congress’ ability to legislate reform
is dependent on the Court’s willingness to uphold statutory language as not unconstitu-
tionally vague and overbroad, Justice Relinquist in announcing the judgment of the Court
found the Lloyd-La Follette standard of “cause” to be valid because Congress adopted
this language as a politically acceptable effort to protect government’s power to fire. 416
U.S. at 159,

126, Id. at 162.

127. Id. at 229 (Marshall, J., dissenting) (stating that Arnett provides no guidance
as to what expression is punishable).

128. See text following note 118 supra.
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amendment test that is logically related to the government confiden-
tiality interest threatened by leaking is “knowing or reckless disregard
of the likelihood that disclosure will result in serious harm.”

The difficulty with the proposed test is in formulating a standard as
to what constitutes “serious harm.” While prior restraint of the press
should only be constitutionally permissible upon a showing of immedi-
ate and irreparable harm such as to the defense of the nation, the
government employee can be pumnished for causing “serious harm,” a
lower requirement. On the other hand, defining “harm” as public oppo-
sition to agency implementation of policy is too inclusive and runs
counter to the public’s interest in receiving information, and is thus too
low. Arnett v. Kennedy, discussing the statutory limits on adverse
actions against employees, clarifies the meaning of “harm”—the speech
itself must be the impediment to the agency’s functioning.??® Even then
the government’s interest in efficiency can be great enough to overcome
the interest in otherwise protected expression only when the expression
substantially impedes the agency. Although leaking might undercut
office discipline, under Arnett this does not constitute substantial inter-
ference with the functioning of the agency.*?°

129. Ammett v. Kennedy, 416 U.S. 134, 162 (1974); accord, Iannarelli v. Morton,
327 F. Supp. 873 (E.D. Pa. 1971), affd, 463 F.2d 179 (3d Cir. 1972); Bean v. Darr,
354 F. Supp. 1157 (M.D.N.C. 1973). Iannarelli was discharged by the National Park
Service for using his position to foment disaffection and dissension among fellow
employees by falsely stating that their superiors were practicing racial and religious
discrimination. The court held that the government must prove intent to foment or therc
would be a chill on his first amendment rights. Intent to foment, although the term itself
is not totally clear, does not mean intent to build interest and anger about possible job
discrimination, but rather to foment in the sense of trying to disrupt the work environ-
ment, That disruption might be the result of raising the issue of job discrimination does
not suffice as a justification for an adverse action against the employee, nor does an
intent fo create disharmony over the issue.

Bean v. Darr is an action by a person dismissed from a position of “Sanitarian 11"
with the county health department. The Bean court found discussion of methods to
improve the efficiency of a government agency to be of public interest and to be
constitutionally protected. The fact that the discussion was in the forin of criticism by a
government employee of her superiors does not change the status of the discussion as
constitutionally protected. But the court granted summary judgment for the defendant
because the plaintiff’s criticism was not an orderly attempt to improve efficiency or
expose corruption, but rather involved repeated insubordinate speech, disruptive conduct,
and total disregard for office harmony and the rights and feelings of co-workers.

Emerson rejects a “good cause” or “detrimental to the best interests of the service”
formulation as the constitutional standard for dismissal of government employees. He
believes that adverse actions are only permissible so long as they are based on employce
compefence or behavior that impinges on relations within the organization. T. L
EMERSON, THE SYSTEMS OF FREE EXPRESSION 566-67 (1970).

130. Nebraska Dep’t of Roads Employees Ass’n v, Dep’t of Roads, 364 F. Supp. 251
(D.C. Neb. 1973), applied this principle holding that criticism of a government employ-
ee’s superior is protected if there is no close working relationship with the superior and
the statemnent meets the New York Times test for falseness. Cf. Lefcourt v. Legal Aid
Society, 312 F. Supp. 1105 (S.D.N.Y. 1970), aff’d, 445 F.2d 1150 (2d Cir. 1971); Watits
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Applying the proposed test to three fact situations helps clarify its
meaning. First, in the criminal prosecution of Daniel Ellsberg and
Anthony Russo for leaking the Pentagon Papers,’®! it is doubtful that
the leak caused serious harm to the defense of the nation. Therefore,
Ellsberg and Russo should be constitutionally protected from punish-
ment. Two variables to consider in determining whether the leaker is
disregarding the likelihood of harm are: the gravity of the governinent
interest threatened and whether the employee is a sufficiently high level
official so that loyalty is particularly important. For exaniple, if the
national defense interest had been threatened by the Pentagon Papers,
the nature of the interest would have made the threat grave, thus putting
Ellsberg and Russo on notice of the potential for harm. Ellsberg and
Russo, however, were not in policymaking positions where the govern-
ment would be especially justified m demanding their personal support
for agency programs. A second fact situation is the leak (presumably by
a secretary) to the University of California at Berkeley student newspa-
per of a copy of a confidential report by the University administration
proposing changes in the management and operation of the Umniversity
libraries.’®? The government’s interest is in effective implementation of
University policy, disruption of which is not as grave as interference
with the national defense. The leaking of the report did not itself harm
this mterest—the immediate danger was only that interested citizens will
oppose the agency’s prograni. Further the leaker was not a policymaking
official of whom the University can justifiably demand a higher standard
of loyalty. A third fact situation is the Tuskegee Syphilis Study'*® which
was made public in 1972 after thirty years of allowing black men with
syphilis to go untreated. The study was reviewed as recently as 19609,
but did not become public until (presumably) some leaker passed
inforniation to the press. Publication resulted in termination of the study
and payments by the government, but this change in policy and enforced
government accountability are exactly the types of harm that are insuffi-

v. Seward School Board, 454 P.2d 732 (Alas. 1969), cert. denied, 397 U.S. 921 (1970),
cited in Holstrop v. Board of Junior College Dist. No. 515, 471 F.2d 488, 493 n.12 (7th
Cir. 1972).

131. Ellsberg and Russo were indicted for violations of 18 U.S.C. §§ 371, 641, and
793. These offenses are: conspiracy to defraud the United States, conversion of govern-
ment property, and transmitting defense information. Ellsberg and Russo were not
government employees at the time of the leak of the Pentagon Papers, but rather were
employed by a government contractor. This should not affect the level of the first
amendment protection because the leak involved government docunients and because -it
was the government that sought to punish the leakers.

132. Colman, UC Libraries May Merge, Daily Californian, Feb. 2, 1973, at 1. Who
leaked the report and whether the leaker was a secretary is unknown.

133. TU.S. DerP’T oF HEALTH, EDUCATION AND WELFARE—PUBLIC HEALTH SERVICE,
FINAL REPORT OF THE TUSKEGEE SYPHILIS STUDY AD Hoc ADVISORY PANEL (1973).
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cient to make punishment of the government emiployee constitutionally
permissible.

No reported case directly decides the issue of the extent of first
amendment protection from: sanctions of a government employee who
leaks information. The cases that have dealt with related issues have
suggested improperly narrow limits on such first amendnient protection.
For example, in United States v. Marchetti,*®* the Fourth Circuit grant-
ed the government a preliminary injunction against publication of a
former CIA employee’s book, which contained classified information.
The court found that Marchetti’s first amendnient right to criticize the
CIA did not include disclosure of confidential information that had been
classified, though it did include disclosure of nonconfidential informa-
tion.'®® The decision allowed court review, but only to determine, first,
whether the information censored is actually classified, and second, that
it has not previously been released.'®® The concurring opinion went
farther, recognizing that Marchetti’s first amendment right should not
be sacrificed to arbitrary and self-serving classification of government
documents and holding open the possibility of judicial review of the
reasonableness of the classification.’®” However, even the concurring
opinion mistakenly assunied that reasonable government classification
was the standard by which Marchetti’s first amendment right should be
measured. In Boticher v. State of Florida Department of Agriculture
and Consumer Services,*® an action by a government-employed chemist
who was given a “conditional” rating by her supervisors because she
provided technical information to the Pollution Control Board, the court

134. United States v. Marchetti, 466 F.2d 1309 (4th Cir.), cert. denied, 409 U.S.
1063 (1972). Marchetti is a prior restraint case, but it is appropriately discussed in this
section because the government court action was directed against the former government
employee. If the constitutional standard is different for prior restraint, the shift is in the
employee’s favor, putting a greater burden of proof on the government.

135. However, rather than applying the appropriate constitutional tests to the
information, the court, supposedly in deference to the government’s strong interest in
secrecy, enforced an adhesion contract, Marchetti’s secrecy agreement with the govern-
ment. H. Edgar & B. Schmidt, Jr., The Espionage Statutes and Publication of Defense
Information, 73 CoLuM. L. REv. 929, 1078 (1973). In light of the constitutional limits
on the government, not to mentiou principles of contract law, a government employee
cannot be made to surrender constitutional rights through an adhesion contract.

136. United States v. Marchetti, 466 F.2d 1309, 1318 (4th Cir.), cert. denied, 409
U.S. 1063 (1972).

137. Id. at 1318. An opinion like the court’s encourages abuse of the classification
system. In fact, on remand the District Court found the CIA’s censorship to be greatly
excessive, and ordered publication without eliminating most of what the CIA had sought
to eliminate. For a description of subsequent trial and its findings, see 509 F.2d 1362
(4th Cir. 1975).

138. 361 F. Supp. 1123 (N.D. Fla. 1973). Bottcher lecaked the result of chromato-
graphs to another government agency rather than the press, so the first amendment
interests might differ from those analyzed in arriving at a first amendment test for
efforts by the government to pumish employees who leak information to the press.
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did not reach the first amendment issue. The court appeared to believe
that a government employee could be punished for failure to obey
reasonable regulations on disclosure, although verdict was for the plan-
tiff on procedural due process grounds without confronting what sub-
stantive criteria are constitutionally permissible. In Bottcher and Mar-
chetti and future cases that arise out of leaks of information by
government employees, courts should evaluate the facts in light of the
employee’s, press’, and public’s first amendment interests.

CONCLUSION

Both the courts and the country are presently in a period of tension
as to the appropriate moral, legal, and constitutional standards for leaks
of government information to the press. For the first time, the role of
leaks as generators of news is a subject of widespread public discussion.
At the same time, the courts now sporadically adjudicate conflicts
surrounding leaks. Court decisions have failed to acknowledge and deal
with the new understanding of the social importance of leaks. However,
it seems likely that the relationship between the individual dissenter
within an institution and the news media will receive increased recogni-
tion in judicial opinions. This Comment analyzes existing case law and
public policy considerations and suggests guidelines for courts to follow
in resolving the legal controversies likely to arise in leak situations.

When a government employee leaks information to a press which
subsequently publislies the information, traditional press, public, and
government employee first amendment interests are advanced. In the
Pentagon Papers case, the Court held that—despite the government’s
interests in self-preservation, efficient administration, and confidentiali-
ty—the first amendiment interests prohibited a prior restraint on the
press’ publication. This Comment develops tests by whicli the courts can
evaluate these interests not only when the government seeks to restrain
publication of leaked information, but also when the government subse-
quently seeks to punish the press that published the information or the
government employee who leaked it. The courts have not yet fully
recognized the significant role of leaks in advancing the public’s interest
in receiving information useful in self-government and the government
employee’s interest in free expression. Due to the great vulnerability of
government employees and the fragile protection given to the public’s
right to know, sucli recognition is crucial.



